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Abstract

On-line,spatiallylocalizedinformationaboutinternalnetwork performancecangreatly
assistdynamicroutingalgorithmsandtraffic transmissiorprotocols.However, it is imprac-
tical to measurenetwork traffic at all pointsin the network. A promisingalternatie is to
measureonly at the edgeof the network andinfer internal behaior from thesemeasure-
ments. In this paperwe concentraten the estimationandlocalizationof internaldelays
basedn end-to-enddelaymeasurementsom a sourceto recevers.We proposea sequen-
tial Monte Carlo (SMC) procedurecapableof trackingnonstationarynetwork behaior and
estimatingime-varying,internaldelaycharacteristicsSimulationexperimentgdemonstrate
theperformancef the SMC approach.

1 Introduction

In large-scalenetworks, end-systemsannotrely on the network itself to cooperaten charac-
terizingits own behaior. This haspromptedseveralgroupsto investigatenethoddor inferring
internal network behaior basedon “external” end-to-endnetwork measurementgl, 5, 8, 9,
10, 15, 29, 31, 33 or, corversely estimatingsource-destinatiotraffic intensitiesfrom internal
measurement{82, 34, 35]; bothproblemsareoftenreferredto asnetworktomayraphy
Optimizingcommunicatiometwork routingandservicestratgiesrequiresknowledgeof the
gqueueingdelayat differentpointsin the network. However, it is impracticalto directly measure
paclet delaysat eachandevery routerfor mary reasong29]. Measuringend-to-endsourceto
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recevers)delaysusingtimestamp$2, 26| is relatvely easyandinexpensve in comparisonCon-
sequentlyit is naturalto considetthefollowing inverseproblem:from end-to-endneasurements
canwe resol\e the delayexperiencedat internalpointsin the network? This is somevhatanal-
ogousto the medicaltomographyproblem,andhencethe namenetworktomaraphy Recently
sequentiaMonte Carlo methodshave receved considerablattentionin the statisticsandsignal
processinditeratures[4, 12, 13, 18, 24, 28]. In this paper we proposea novel Monte Carlo
methodologybasedon sequentiaimportancesampling[7, 14, 28] that not only addressethe
basic(stationary)network tomographyproblem,but alsodirectly tacklesthe more challenging
andrealisticproblemof trackingtime-varying network delaybehaior.

The basicideais quite straightforvard. Considera network consistingof a single source,
sending paclets to several recevers. Standardnetwork routing protocols producea tree-
structuredtopology* for the network in this case with the source at the root andthe receives
at the leaves. A small network with four receversis depictedin Figure1, belov. The nodes
betweenthe sourceandrecevers represeninternalrouters. Connectionsetweenthe source,
routers,andreceversarecalledlinks. Eachlink betweerroutersmaybea directconnectionpr
theremay be “hidden” routers(whereno branchingoccurs)alongthe link thatarenot explicit
in our representationT hereasorthatwe groupthe hopsconnectinghesehiddenroutersinto a
singlelink is thatit isimpossibleto localizedelaysthatoccuronthislink to ary of its constituent
hops(exceptby directmeasurements).

receivers

Figurel: Tree-structuredhetwork topology A binarytree (eachparentnodehastwo childrennodes)is
shavn here,but in the generakasethetreeis non-binary

Supposewo closely time-spacedback-to-back)paclets are sentfrom the sourceto two

We assumehat the topologyis knownand fixed throughoutthis paper In practicerouting tablesare updated
every several minutes.Extensionof our methodghataccountor changesn topology(over verycoarsetime scales)
arepossible put not consideredere.



differentrecevers. The pathsto thesereceverstraverseacommonsetof links, but at somepoint
thetwo pathsdiverge (asthetreebranches).Thetwo paclets shouldexperienceapproximately
the samedelay on eachsharediink in their path. This facilitatesthe resolutionof the delays
on eachlink. More precisely the goal of the network tomographyproblemconsideredn this
paperis to estimatethe probability distribution of the delayon eachlink, basedon the end-to-
endpaclet pair measurementslo illustratethe ideain its simplestform, supposehatwe send
mary paclet pairsto receversat the endof links 4 and5 in Figure 1 andmeasurghe delays
experiencedyy eachpaclet. Eachmeasuremertonsistf a pair of delays,onebeingthedelay
to therecever at4 andthe otherthedelayto therecever at5. Fromthesemeasurementspllect
eventswherethe delaymeasuredt the recever at 5 is zero (or, more generally the minimum
possibledelay).Now, assuminghatthe delayis the samefor both pacletsonthe commonlinks
(1 and2 in this case),ary “additional” delayobseredto the recever at 4 canbe attributedto
link 4 alone. We canthenbuild a histogramestimateof the delaydistribution for link 4. This
simpleideacanbeextendedo obtainestimatordor the delaydistributionson all links [10, 29].

Let usassumehatthe network is stationaryoverthe obseration period,thedelaysareiden-
tical on sharedinks, andthe true delaydistributions aresstrictly positve (eachdelay“bin” has
somemass). Then, basedon the multicastanalysismadein [29], one canshav thatthe true
distributions canbe uniquelyidentifiedfrom suchend-to-endneasurementé@sthe numberof
measurementendsto infinity). In fact,it is sufiicientthatthe zerodelaybin have positive prob-
ability. If thatassumptiordoesnot hold, thenit is easyto seehow the procedurecanbreakdevn
in thesimpleexampleconsideredn the paragraplabove.

Assumingtheidentifiability conditionshold, a naturalestimatorin this caseis themaximum
likelihoodestimato(MLE). In previouswork, we developedanExpectation-Maximizatio(EM)
algorithm to computethe MLE [10]. More generally the dynamicsof the network may be
changingover time, andthe delaydistributionsthemselesareno longerstatic. In this case we
mustmodelthe dynamicsandtrackthe network behaior. In Section4, we proposea stochastic
modelof the network dynamics.The available obserationsarea highly non-linearfunction of
the system.As a result,the extendedKalmanfilter is not suitablefor the task,andwe propose
a sequentiaMonte Carlo (SMC) algorithminstead. The algorithmis capableof trackingthe
time-varying delaydistributions. The EM algorithm,on the otherhand,assumeshe network is
stationaryandis not capableof handlingtemporalvariations.We alsoshaw, throughsimulation
experimentsthatthe SMC methods performanceanbe significantlybetterthanthatof the EM
algorithm,bothin stationaryandnonstationangettings.

The problemandapproachn this paperdiffer considerablyfrom previous network tomog-
raphywork in severalkey respects.

1. The problem consideredhereis that of inferring internal network behaior characteris-
tics from “external” end-to-endmneasurementsThis is quite differentfrom the source-
destinatiorestimationproblem[32, 34, 35].

2. Theinternaldelayinferencemethodin [29] is closestin spirit to our problem.However, that
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methodemploys multicastprobing, which is not supportecby mary networks dueto its
scalabilitylimitations. Perhapsa moresignificantlimitation of the multicastapproachs
thatit maynot provide anaccuratecharacterizatioof the normal(unicast)traffic oftenof
mostinterest becauseouterstreatmulticastpacletsdifferentlythanunicastpaclets[15].
In contrast,our methodsarebasedon unicastmeasurementsyhich canbe madeon ary
network andwhich, of coursedirectly provide informationaboutunicasttraffic?.

3. Ourapproachs basedn aBayesiarformulationof thenetwork tomographyproblem,build-
ing on our earlierlikelihood-basednethodd8, 9, 10, 33]. In contrastthe multicastap-
proachin [29] employs anestimatotbasedn empiricalprobabilities.

4. Our sequentiamethodis specificallydesignedor trackingtime-varying behaior, whereas
the methodsin [29, 10] are only appropriatefor stationarycases. The problemof esti-
matingtime-varying source-destinatiotraffic intensitiesfrom internalmeasurementsas
examinedin [34], but thattaskis quite unrelatedo inferenceof internaldelaysaddressed
in this paper

5. Evenunderstationaryconditions the SMC methodoutperformghe EM algorithmof [10] (in
termsof estimationerror). This is dueto two deficienciesof the EM algorithm: it may
occasionallypecomestuckin local minima; it also suffers from a lack of regularization
(whichis providedto somedegreeby the prior structurein the SMC method).In nonsta-
tionary settings,the EM algorithmcould be appliedover the shortwindows from which
we form SMC estimateg200to 400 probes).However, theresultingestimatesarehighly
irregular (seeFigure9). If windows are extended thenthe time-variation,which canbe
significantover longerdurationsjs missedby this “windowed” EM stratayy.

The paperis organizedasfollows. In Section2 we detailthe measuremerprocessandour
obsenration model. In Section3 we proposea stochastiadynamicalmodelfor nonstationary
communicatiometworks. This modelunderpinsour sequentiaMonte Carlo (SMC) inference
algorithm, developedin Section4. In Section5, we evaluatethe performanceof the SMC al-
gorithmwith simulatednetwork experiments.Theseexperimentsalsoincludean extensve test
carriedout in the ns network simulationtool (a discrete-gent simulationsystemthatemploys
actualnetworking protocols).This allows usto examinethe effect of modelmismatchbetween
theassumptionsinderlyingour SMC procedureand (morecomple) conditionsencounteredh
actualnetworks. Discussiorandconclusionsareprovidedin Section®.

2 Measurements and Observation M odel

We collect measurementsf the end-to-enddelaysfrom sourceto recevers,andwe index the
paclet pair measurementsy m = 1, ..., M. For the m-th paclet pair measurementet y; (m)

2As pointedoutin [15], it shouldbe possibleto extendthe methodin [29] to the unicastcase.
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andy,(m) denotethe two end-to-enddelaysmeasured.The orderingl and2 is completely
arbitrary In this paper we do not considerthe casein which one or both of the pacletsis

dropped(lost). We simply discardpaclet pairsin which alossoccurs.However, it is possibleto

extendour approacho includelossesaswell. This could be accomplishedby incorporatingan

“extra bin” in our delaydistributions correspondindo aninfinite delay(i.e., a paclet loss)and
making minor adjustmentdo the measuremendnd prior modelsdescribecbelon. The delays
arequantizedsuchthatthe quantizeddelayon eachlink fallsin therange0, 1, ..., K time units.

Thereare several optionsfor choosingthe quantizationlevel, and perhapshe mostnaturalis

to quantizethe rangebetweenthe minimum and maximumobsenred pathdelayaccordingto a

desiredevel of accurag. Otherpossibilitiesaresuggesteéh [29]. An indicationof the natureof

commonlyencounteredelaydistributionsis providedin Figure2, which depictstheend-to-end
(quantizeddelayhistogramdrom recordedmeasurementsf the Internet.
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Figure2: Delayhistogramdrom two differentinternetmeasuremergessions1000measurementsere
madeusingthe netdyntool [2].

To describeour obseration model, let us first considerthe caseof a stationarynetwork
in which the delay characteristicsare not time-varying. Associatedwith each individual
link/router in the network is a probability massfunction (pmf) for the queuingdelay Let
pi = {pio-..,pi,rx} denotethe probabilitiesof adelayof 0, 1,. .., K time units, respectiely,
onlink . Giventhe paclet pairmeasurementg = {y;(m), y2(m)}, we areinterestedn maxi-
mumlikelihoodestimate§MLES) of p = {p;}, thecollectionof all delaypmfs. Thelikelihood
of eachdelaymeasuremeris parameterizedy a convolution of the pmfsin the pathfrom the
sourceto recever. The couplingof the pmfs of eachlink resultsin a likelihood function that

3The measurementshavn in Figure2 weremadeusinga tool called netdyn[2]. 1000paclet pairs,with inter-
paclet spacingof approximatelyl ms, were sentto a remotehost. Eachpaclet was 64 bytesin sizeandthe time
spacingbetweenpaclet pair transmissionsvas approximately500 ms. The pathsinvolved in thesemeasurements
includedapproximatelyl 0 separatdinks.



cannotbe maximizedanalytically Thejoint likelihood!(y|p) of all measurements equalto a
productof theindividual likelihoods.The maximizationof thejoint likelihoodfunctionrequires
numericaloptimization,andthe EM algorithmis anattractve stratgy for this purposeln previ-
ouswork, we have developedEM algorithmsfor network tomographyto estimatebothinternal
losseq8] andinternaldelays[10].

In nonstationarnetworks, the queuingbehaior variesover time, andthe notion of a delay
distribution is not well defined.Nonethelesstime functionssuchasthe expecteddelaysacross
eachlink arevery muchof interest. To put suchnotionson firmer ground,we definethe time-
varyingdelaydistribution of window size R at measurement: as:

1 m
Pig(Bom) =2 > Naw=j) &

l=m—R+1

with z;(!) beingthe (unobsered) delay experiencedat queuei by measuremenpacletsi and
1¢,,(1=4} is theindicatorfunction for the event {z;(1) = j}. Letp; r = {p;;(R,m)} denote
thetime-varying probabilitiesof a delayon link i. The choiceof thewindow size R is a classic
instanceof the trade-ofs involved in datawindowing; smallerwindows provide increasedime
resolution(smallerbias)at the expenseof increasedestimatorvariance.In practice,R may be
selectedn the basisof known or assumedlynamicsof the network.

Before moving on, let uscommentbriefly on the assumptiorthat back-to-baclkpacletsare
delayedby roughly the sameamounton eachsharedink in their paths. If the delaysareiden-
tical on sharedinks, thenthe differencebetweerthe two delaymeasurementsanbe attributed
solelyto the delaysexperiencedn unsharedinks in thetwo paths.Thisis thekey to resolving
thedelayson alink by link basis.However, in practicethetwo pacletsmay experienceslightly
differentdelayson sharedinks dueto the factthatonepaclet precedeshe otherin the queues
andadditionalpaclets may intervene betweenthe two. The natureof this delaydifferentialis
exposedn Figure3, which shavs thehistogramof the differencebetweerthe end-to-endielays
of two closely-spacegaclets sentto the samelnternetrecever. This histogramis constructed
from the back-to-backpaclet pair measurementalongthe sameconnectionconsideredn Fig-
ure2 (a). Ideally, thedelaysshouldbeidentical,but we seea smalldiscrepang betweerthetwo.
Thesecondracletin the pairtypically experiences slightly greaterdelay However, recallthat
the orderingof the pacletswasarbitraryin our recordingprocess.In effect then, the discrep-
anciesbetweenthe delayson sharedinks addsa zeromeanerror to the differencebetweenthe
two end-to-endmeasurementdlVe clearly seethe symmetriczero-meamaturein the empirical
datashavn in Figure3. This “noise” producesa smoothing(or blurring) in the inferreddelay
pmfs. Nonethelesshecausdhe errorsarezeromean,we canstill usethe estimatedielaypmfs
to obtainreasonablestimatef the expecteddelayon eachlink. Thus,our methodologycan
provide importantinformation,evenwhenthe delayson sharedinks arenotidentical.
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Figure 3: Differencebetweerend-to-endielaysof paclet pair sentto samereceier. Ideally the differ-
enceshouldbeidentically zero,sincethe two pacletstraversethe samelinks, but in practicewe obsene
asmallerror Measurement&eremadeusingthe netdyntool [2].

3 A Dynamical Model for Nonstationary Communication Networks

We now considerthe problemof modelingtime-varyingdelaydistributionsasdefinedin (1). We
proposearelatively simpleparametridamily of dynamicaldistributionsto describehe queuing
delaydistributionsof individual network links. The modelsaresuficiently generako capturea
variety of potentialnetwork conditions. The modelsplay the role of prior probability distribu-
tionsin our SMCframework. In thatcontet, theprior is a mixture (or superpositiondf avariety
of the elementarymodels(distinguisheddy differentparametesettings).The basicideais that,
althoughno singlemodeland parametesettingmay accuratelydescribethe complex queueing
behaior of actualnetworks, mixturesof mary suchmodelswith diverseparametesettingsmay
be suflicient to capturethetrue behaior. In the SMC algorithm,the mixing of the modelsis a
functionof theactualnetwork measurementshisis akey strengthof theapproactwhichallows
usto usepreviousmeasurement® improve the MC samplingin subsequergtepsof thedynam-
ical estimationprocedureThe SMC algorithmis describedn the next section.We now propose
the parametridamily of dynamicalmodelsunderlyingthe prior distribution of the algorithm.
The queuingdelayexperiencedy a measurememaclet on eachlink in the network is due
to other pacletsin the queue(s)of the associatedouter(s). The most elementarymodel for
gqueueingdelay distributionsis derived the classicalM/M/1/K queuemodel[25]. This model
will sene asamotivation for the building block of our prior (mixture) distribution. In addition
to M/M/1/K queuing,we assumea network in which eachlink is a direct connectionbetween
two routersandassociatéhedelayon eachlink with a dedicatedutputqueueattherouterfrom
whichit emepges(i.e., eachoutgoinglink hasits own dedicatedjueue) Eachof thesequeuesas
abuffer size K with Markovianservicesatrateu. Coupledwith ahomogeneou&onstantate\)
Poissorarrival processthis modelis the standardvi/M/1/K queuemodel[25]. The extensionto



heterogeneousetworks (differing serviceratesandqueuesizes)is straightforvard. We assume
thatwe make measurementsendpaclet-pairs)at arateof C;uK whereC; > 1 is aconstant.
This ensureshatthereis suficienttime for thequeuego relaxbetweemmeasurementsesulting
in approximatelystatisticallyindependenimeasurements.

Now, in the nonstationarysetting,the mostsimple approachis to adopta modelin which
pacletarrivalsatagivenqueuearegovernedby atime-varying (inhomogeneoudjoissorarrival
processWe will alsoassumeéhatthe bandwidthB of this processs limited suchthat

1

B< .
201/J,K

(2)

Thisimpliesaquaststationarity the dynamicsof the systemareevolving atarateslow enough
thatwe candiscretizeat the measurememate (specificallywherethe measurementaremade)
andstudythediscretizedsystem Moreover, eachmeasuremerdgssentiallyencountersiclassical
M/M/1/K queue. We completeour model by imposinga randomwalk structureon the log-

intensityof thetraffic arrivals:

log A\i(m) = log A\j(m) + e(m), 3)

wherem denotesthe m-th measurementand e(m) is zero-meanGaussiamoiseof variance

o?(m). Therandomwalk is not meantto accuratelyportraythe actualtraffic dynamics rather

7
it is simply a device which allows our SMC procedurdo track potentialtime-varying behaior
and enforcessmoothness$n the evolution of the delay distributions (which is reasonableand
desirablebasedon the physicalnatureof network queues) We setall thevariancesr? (m) = 1
in advance(asa basicparametenf the SMC algorithm), althoughit is possibleto extend our
framawork to treatthe variancesasadditionalunknavn parameterslsoto betracked.

Themodeldescribedhusfarinducesdelaypmfsat eachmeasuremerttme of theform

pij(m) o pl(m), 4)

wherethe parameterp;(m) is the ratio of the arrival rate A\;(m) and servicerate on the i-th
link. Suchpmfs are exponentiallyincreasingor decreasingfor p;(m) > 1 andp;(m) < 1,
respectiely. Thisimpliesthatthemodeis eitheratdelay0 or delay K. Notethatthis modelcan
provide anexcellentfit to the delayhistogramdepictedn Figure2 (a).

In realnetworks, however, the delaypmfs candisplaymodesat otherpointsdueto thenon-
Poissoniamatureof traffic and due to the fact that eachlink may include multiple “hidden”
routers. To accountfor suchmodeswe proposethe following extensionof the M/M/1/K type
model.We introduceanadditionaldynamical(continuousparameter; for eachlink anddefine
thedelaypmf as

Dij X p?‘”"‘, %)



which placesthe modeof the pmf neark;. The (unknavn) parametek; alsoevolvesaccording
to a continuougrandomwalk (varianceof 1 with reflectionat 0 and K to ensuresmoothnes
the evolution of the delaydistributions). The modelabaore (5) will sene asour basicbuilding
block; the prior distribution employedin our SMC procedurds a mixture of pmfs of this form.
In Figure4 we illustratethefit betweerthe delaydistribution from Figure2 (b) andmixturesof
pmfsof theformp; ; oc 0.757709% 0 <4 < K. It is nothardto seethatif we chooseK + 1
distinct valuesfor i, thenthe resultingvectorsp; = [p;o,...,pi k] arelinearly independent,
thusforming a basisfor RE*1. Therefore,ary pmf canbe representedsa linear combination
of thesevectors,asthe examplein Figure4(c) shaws.
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Figure4: Fitting athe network delayhistogramof Figure2 (b) (boxes)with mixturesof pmfsof theform
pi; o 0.751-005i 0 < < K (stems).(a)Fit usingasinglepmf. (b) Fit usinga mixture of four pmfs.
(c) Fit usinga mixture of 16 pmfs.

-0.05

To summarizewe have proposeda parametridamily of dynamicalmodelsto describethe
queuingdelaydistributions of network links. All parameter®f this model, K, u, A;, areun-
knownsin our framewvork (the SMC algorithmwill emplgy mary differentsettingsof parame-
tersto obtaina reasonabldensesamplingof the parametespace).The modelsaresuficiently
generalto capturea variety of potentialnetwork conditions. The prior distribution of our SMC
proceduredescribechext, is a mixture (or superpositionpf thesebasicparametrionodels.As
demonstrate@bove, suchmixturesare capableof representingll possibledelaydistributions.
Moreover, the priorson the dynamicsof our framewnork (randomwalks)andassociategparame-
ters(variancef randomwalks) arefairly non-informatve, ensuringthatthe SMC proceduras

mostly influencedby the datathemselesandis not stronglyaffectedby our modelingassump-
tions.



4 Sequential Monte Carlo Tracking of Time-Variation

4.1 Basic Problem

We would like to track the internal delay distributions over time. More specifically basedon
our measurementae wish to estimatethe time-varying delay distribution definedin (1). We
will focusonthe posteriormeanasour estimator The posteriormeanis simply the meanof the
posteriordensity whichis proportionalo thelik elihoodfunctionof measurementsultiplied by
the prior distribution placedon the delaypmfs. The prior we employ hereis a mixture of time-
varying pmfs of the form (5). The mixing functionis determinedy the dynamicalstructureof
eachtime-varying pmf, asgovernedby therandomwalks describedn the previous section.
The posteriormeanestimateof p; ;(R, m) canbewritten as:

m
ﬁZsJ(R’ m) = Ep(zm—R+1:m|y1:m) [ Z 1{zz(l):.7}]
l=m—R+1
1 m
= R Z = Jjly1m)
1 m
= R Z / = jly(D), A) p(Nily1m) dAy, (6)
wherey(l) = [y1(1),y2(1)], A is avectorcomposeddf thetraffic intensitieson all links attime
[, andy.,, is avectorcomposedf the measurementattimes1, ..., m. As beforez;(l) is the
(unobsered) delayonlink i attimel, andz,,—g11:m = [zi(m — R+ 1),..., z;i(m)].

The evaluationof this estimatoris very difficult. It requiresanintegrationover the density
p(Ai|ly1:m), Which cannotbe solved analytically It is necessaryo adoptnumericalintegration
techniques.Moreover, we needto calculatethe estimateat eachtime m. It is importantthat
we form our estimatep; ;(R, m) withoutredoingall the calculationgnvolvedin generatinghe
estimateattime m — 1. Otherwisewe arenot only wastingconsiderableomputationsbut we
renderareal-timeimplementatiorof ourprocedurempossible.Theseconsiderationsecessitate
theadoptionof a sequentiahlgorithm.

In the dynamicsystenwe definedin Section3, the availableobserationsy.,, areahighly
non-linearfunctionof the evolving parameters\.,,,. Standardgsequentiatrackingmethodssuch
asthe Kalmanfilter arenot applicable;our attemptsat linearisation(e.g.,the extendedKalman
filter) alsoresultin very poortracking. In previouswork [13, 14, 24, 28], it hasbeenobsered
thatsequentiaMonte Carlo (SMC) proceduresanperformwell whenfacingsuchhighly non-
linear tracking problems. The estimationalgorithmwe develop in this sectionis basedon the
SMC methodology

We begin by briefly outlining the Monte Carlo natureof thetechnique Becausehe integral
in (6) cannot be calculatedanalytically we approximatethe estimatorusingMonte Carlo inte-
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gration. To do this, we mustsamplefrom p(\;|y1.), which itself is not easilyaccomplished.
An alternatve approachs to performimportancesampling. Let Aq.,,, denotethe trajectories
of the traffic intensitieson all links over thetime intenal 0, ..., m. The basicideahereis to
generateN draws of Ag.,,, from animportancedistribution =,,, that hasthe samesupportas
P(Ao:m|y1:m) but from which we cansamplemoreeasily We needto samplethe entiretrajec-
tory Ao.,, ratherthanjust \; becausehe trajectoriesare highly coupled(evaluatingp(A;|y1.m)
requiresdifficult maiginalisation).Eachdraw representanindependensamplepathof the net-
work’s dynamicalevolution andthusindependenthexplorespart of the samplespace.We use
thesedraws (or particleg to computethe desiredMonte Carlo integrationasfollows. We can
re-writetheintegrationas,

JECCESTRY [%] 7oy 1) A

Then,theMonte Carloestimatas

N
3 plait) = dly@), A" @, 7

v=1

-1
wherew’? = pAY Iy 1) / T A ly1.m) and @iy = wp) [Zévzlwﬁfl)] . In orderto

evaluatethis Monte Carlo estimate we mustdetermineboth the weight wS{) (up to a propor
tionality constantandthevalueof p(z;(1) = j|y(1), )\l(”)) for eachof the V particles.We have
PAY lyim) o« py1am AL ) p(AL)). As the measurementareindependentthe likelihood
in this expressiorcanbe decomposedSp(yl:mp\((ffn) = Hl:hmp(y(lﬂ)\l(v)), whereeachfac-
tor in the productis a corvolution of pmfs that can be evaluatedefficiently using FFTs. The
p(A(()?T)n) termcanbedeterminedrom thedynamicsof the system(3).

Evaluatingp(z; (1) = jly(), )\l(”)) involves the applicationof an upward-davnward algo-
rithm [16]. This algorithm propagateshe knowvledge of (1) the zero delay at the sourceand
(2) thedelaysy(l) at the two receversthroughoutthe tree, exploiting the independencef the
conditionalpmfsto calculatemaiginal distributionsat eachnode.

4.2 Sequential Importance Sampling

The MC integrationapproachdescribechbore requiresusto generatentiretrajectories\g.,, at
eachtime m, andthento calculatethe associatedveight. This is computationallydemanding
and highly wasteful. At time m, we wantto performthe integration without redoingcalcula-

tionsmadeat time m — 1. Thisis achiezed by forming thetrajectory,\((;fr)n without modifying

the pra/ioustrajectoryk(()?zn_l, which is possibleif theimportancesamplingdistribution hasa
Markovian structure. At time 0, we samplefrom the initial distribution my(Ag). At time m,
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we samplefrom wm(Am|)\g:’2n_1,y1:m) , andform the time-m particlev by appending)éﬁ) to

Al | Theweightof particlev attime m canthenalsobeupdatedecursiely:
W~ Pam)AR) pAR AR )
W' = Wip—1 .

Tm (ASL}) |A(()vr)n_1 3 YI:m)

We form our approximateestimatoydenotedp; ; (R, m), by replacingthetrueintegralsin (6) by
their Monte Carloapproximationg7).

The dynamicsof the model proposedn Section3 involve a randomwalk of log A,,. In
this paperwe employ theprior distribution p(A,, |\, 1) astheimportanceunction(asadopted
in [21] andmary subsequenworks). In this scenariowe merelyneedto calculatethelikelihood
to determingheupdatein theweights:

wl) = @) | ply(m)| AY) . ®
Theweightupdate‘actorateacmimestepisthelikelihoodp(y(m)|)\$ﬁ)). Thiscanbeefficiently
calculatedusing2n,,, FFTs,wheren,, is thenumberof uniquelinks traversedoy thetwo paclets
involved in the m-th measurementWe discussthe complexity of our algorithmin moredetail
laterin this section.Sincewe aredealingwith discretedistributions,ourweightupdatefactor(8)
is boundedabove by 1, which impliesthatat ary time m, every importanceweightis bounded
by 1.

Thedisadwantageof usingthe prior asthe importancefunctionis thatthe explorationof the
state-spacdasthe potentialto be inefficient, as knowledge of the currentobseration is not
usedto guidethe search.In Section6, we discusswaysin which the samplingstratgy canbe
improved;in practice we obsere thattheseapproachesanproduceslightly betterperformance.

Degenerag is amajorissuein theapplicationof sequentiaimportancesampling.The mul-
tiplicative updateappliedto the weight at eachtime meansthat someimportanceweightsmay
quickly tendto zero, and the numberof particlescontrikuting to the estimatoris greatly re-
duced.This effectincreaseshevariability of the estimator(comparedo thevarianceonewould
have with the full N particlescontrituting). We will say more on estimatorvariancein Sec-
tion 4.4. The procedureof resamplingaimsto generatean unweightedapproximationof the
weightedparticledistribution. Whenperformedat time m, the procedureassociatesvith each
particlev a numberof offspringNr(,f), suchthath}V:1 Nf,f) = N. Theprocedurdhusobtainsa
new setof particles,eachof which hasweight1/N, andensureghatthe numberof significant
weightsremainscloseto N. Thereare numerougechniquedor performingresampling. The
mostpopularis samplingimportanceesamplingSIR), introducedn [20]. SIR involvesjointly

N
drawing Nf,f) accordingto a multinomial distribution of parametersv and &(ﬁ)

v=1 v=1
Othertechniquesncluderesidualresampling22, 28], andstratifiedresampling6, 24], which
is adoptedn this paper
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This resamplingprocesgloesintroducesomeadditionalcomputationabverheadn the for-
mation of our approximateestimatorat time m. Technically it necessitatesalculatingthe
mamginal smoothingdistributionsp(A;|y1.) forl € m — R+ 1...m. This canbedoneusing
the two-filter formulaof [24], forwardfiltering—backvard smoothing[14, 23], or thebackwards
simulationprocedurd19].

In simulationswe obsenre thatif we usethe approximatior(replaceeﬂfﬁ) by ﬁl(”))

N
3" p(z() = dly@), A") @, ©)

v=1

for thesummatiorin (7), thenwe achiare similar performanceWe adoptthis approximationin
thealgorithmwe outline below:

Particle Filter for Delay Distribution Estimation
At timeQ: Forv =1,...,n, sampIeA(()”) from p(Xo).

At timem:
SequentialmportanceSamplingstep

o Foro=1,..,N,samplex. ~ p(Am| A ) andsetho) & (Ag’:’r)n_l,i(v)).

0:m m

e Forv=1,...,N, evaluatetheimportancaNeightsﬁﬁfl’):

wf o p(y0)|X) (10)
N —1

W — [zws:ﬂ e a
s=1

Selectiorstep

e Apply stratifiedresampling[24] to obtain N new particles ()\((fgn;v =1,... ,N), each
with weight1/N.

Estimationstep

e Foralli,j:
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1. Evaluatep(z;(m) = j|y(m),)\(mv)) usingthe upwards-devnwardsprobability prop-
agationalgorithm[16].

2. Estimatep; ;j(R,m) from:
1 m N
PigRom) == Y Y pla() = iy, A7) @,

"R
l=m—R+1v=1

4.3 Computational Complexity Analysis

The computationakcompleity of the sequentiaimportancesamplingtechniqueis O(N) per
measurementSamplingfrom the prior distribution is straightforvard andis of constantcom-
plexity for eachparticle. Updatingtheweightsat eachtime steprequiresn,,, FFTs,wheren,, is
the numberof uniquelinks traversedby the two pacletsin measurement.. The complity of
this proceduréds O(n,, K log K) perparticle,whereK is the maximumnumberof delayunits
perlink. The majority of resamplingoroceduresincluding the stratifiedresamplingorocedure
we adopt,canbeimplementedn O(NN) operationsThechief overheadnvolvedin thethealgo-

rithm is the applicationof the up-davn algorithmto evaluatep(z;(m) = j|y(m),>\$f{)). For this
step,the computationakxpenseis O(n,, K log K) per particle usingan FFT-basedalgorithm.
As this is the dominantexpensethe computationabverheadof the approximatealgorithmout-
linedaboveis O(LN K log K) permeasurementyhereL is theaveragenumberof uniquelinks
involvedin eachmeasurement.

In practice,it maybedesirablego implementthe SMCfiltering in real-time,on-line. To give
anindicationof thefeasibility of suchanimplementatiorwe considerthe computationinvolved
in the ns experimentsdescribedn Section5.2. In that case,which is fairly representate of
potentialreal-world applications,we have . = 5, K = 64, N = 500 andwe perform 40
measuremenisersecond Theaveragecomputatiorrequiredis 1.1 x 102 operationgpersecond.
Thisis approximatel\2.8 timesthetheoreticabperatiorcountaborve. CurrentDSPsandPentium
processorarecapableof atleasts x 108 operationgpersecond.Thus,it is notunreasonableo
expectthatreal-timeimplementationgould be carriedoutin practice.

If we avoid theapproximation(9) by calculatinglatmeasurement:) themaiginal smoothing
distributionsp(A;|y1.m) forl € m—R+1...m, thenweintroduceasubstantiahdditionalcom-
putationaloverhead Of the available options,usingthe forwardfiltering—backvward smoothing
procedurd14, 23] minimizesthe additionalcomputationakxpense but evenin this caseit is
O(RN?) permeasurementFor reasonabl&aluesof K (~ 40), L (~ 10) and R (~ 300), and
a suitablenumberof particles(N =100-2000)this is by far the dominantcomputationabver-
head.
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4.4 Convergence Analysis

When we usethe prior distribution as the importancefunction, the importanceweights are
boundedabore by 1 andcontinuous.The weightsat time 0 areboundedby 1, andat ary time
m, the multiplicative weight updatefactor (8) involves a productof convolved discreteproba-
bilities; it is easyto checkthatit is boundedabore by 1. Sincewe malke useof the stratified
resamplingschemeandthe importancedistribution doesnot dependon the empirical distribu-
tion (thedistribution of theparticles) theassumption§—A and2—-A of [11] aresatisfiedmaking
Theoreml of [11] applicablefor our algorithm. The theoremimplies that the mean-squared
error betweerthe sequentiaMonte Carlo estimatep; ;(R, m) andthe posteriormeanestimate
Di j (R, m) approachegeroasthenumberof particlesincreasesi.e.:

IS Pz (D) = Gy (@), 20|
N b

B [(ig(R,m) - 514(R,m))’| < Cron

whereCg,,,, doesnotdependn V.

5 Experiments

5.1 Matlab Experiments

To assesshe performanceof our algorithmswe simulate(in Matlab) the four-recever network
depictedin Figurel. In all Matlab experimentsshavn herewe have setthe maximumdelay
on eachlink K = 15 andused500 particles. However, we have conductedestsin which the
numberof particlesrangedbetween200 and 5000, and obsered similar performanceover the
entirerange.

Experiment 1. We generatel 000paclet-pairmeasurementisom stationarydelaydistributions
on eachlink. Figure5 (a) depictsthe true delaydistributionson links 2, ..., 7 alongwith the
estimatedposteriormeanscomputedby the SMC algorithm. For comparison,Figure 5 (b)
depictstheresultsobtainedusingthe EM algorithmproposedn [10]). This sameexperimentis
repeatedn 50 independentrials. Figure6 (a) shawvs the true expecteddelayfor eachlink and
the expecteddelaycomputedrom the estimatedgosteriormeanpmfs.

Experiment 2. We perform 50 independentrials of the scenarioin Experimentl, but this
time introducesmall, randomdiscrepanciegerrorsof up to 4 time units) betweenthe delays
on sharedinks. Figure6 (b) depictsthe true averagedelayfor eachlink andthe averagedelay
computedfrom the estimatedpmfs (note the agreementith Figure 6 (a), indicative of the
robustnesof our methodgo sucherrors). The estimatecosteriormeanpmfs (not shavn here)
arealsovery closeto thetrue delaypmfs, similar in quality to thoseshawvn in Figure5 (a).
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Experiment 3: We generate8000paclet-pairmeasurementsom time-varying delaydistribu-

tions. Thetemporaldynamicsaregovernedby (3). Figure7 (a) depictsthe true andestimated
posteriormeanpmfson links 1, 2, and7 at two differenttimes. Figure7 (b) plotsthe true and
estimatedexpecteddelay (both basedon windowed averagespn links 2, 4, and7 asa function
of time.

5.2 ns Experiments

To assesshe performanceof our SMC methodologyin a muchmorerealisticervironment,we
have simulatedthe network depictedin Figure8 with thens simulationtool. ns is adiscrete-
eventsimulationsystemthat employ/s actualnetworking protocolssuchas TCP andUDP. This
allows us to examinethe effect of model mismatchbetweenthe assumptionsunderlyingour
SMC procedureandthe complex conditionsencounteredn actualnetworks. Interior links in
the network have higher capacity(5-10 Mb/sec)and propagatiordelay (50 ms) thanthe edge
links (0.5-2Mb/secand10 ms). Queuesare FIFO with spacefor 35 paclets. NodeO generates
a 25.6Kbit/s probingstreamcomprisedof UDP paclet-pairprobes(40 byteseachat 40 paclet
pairsper second).Packet-pairsendingtimesare generatedccordingto a Poissonprocessthe
meantime-spacings 25 ms. The probe-streanrequireslessthan 1% of ary link’s capacity
Backgroundtraffic comprisesa mixture of infinite data-sourc&d CP (FTP) connectionsgxpo-
nentialon-off sourcesisingUDP, andmultiple short-durationf CP connectionsAveragedover
the simulationsJink utilisationrangedbetweenl0 and60 percentandlossratesrangedrom 0
to 2 percent.

The network was simulatedfor multiple two minute measuremenperiods. We emplo/ an
R = 10 secondwvindow in our SMC proceduréthis time durationcorrespondso approximately
400 paclet-pairsprobes).We alsocomparethe SMC procedureo moving-windov application
of the EM algorithm proposedn [10], usingthe sameR = 10 secondwindow. To establish
a “ground-truth” the queuelengthsin the network were directly measuredat a fine time scale
by monitoring the arrivals of every paclet at eachqueue(easily accomplishedn simulation,
but impossiblein practice).A “true” pmf for eachlink wasformedby calculatingdelaysfrom
gqueudengthsandlink capacitiesquantizingandforming a histogram.Figure9 depictsthedelay
distribution estimategrom typical ns simulations.Figure 10 depictsthe meantracksof the ns
experiment.

6 Discussion

6.1 Experimental Results

Severalconclusionganbedravn from the experimentakesults.First, it is clearfrom theresults
of Experimentl thatthe SMC proceduralescribederecanoffer significantimpraovementsover
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the MLE approacH10]. Experiment2 demonstratethatour estimatoris quite robustto signifi-
cantdeviationsfrom theassumptionthatthe delayson sharedinks areidentical,althoughwe do
obsere a slightly larger variancein our estimategseeFigure6). This is importantin practice
since,asevidentin Figure3, reallnternetmeasuremenexhibit smalldelaydeviationson shared
links. While thebasicdelaymodel(4) is quiteadequatén somecasegc.f. Figure2 (a)), Exper
iment3 demonstratethatthe generalizednodelcorrespondingo (5) enableghe trackingand
estimationof a muchbroaderclassof delaydistributions. This too is very relevantto practice
becausdhe delaydistributionsin the Internetoften have more complicatedcharacteristicc.f.
Figure2 (b)). Finally, theresultsof our ns experimentsdemonstratéhat the SMC procedure
canprovide accurateandpotentiallyusefulestimatef time-varying network behaior, despite
thefactthatmary of theidealassumptionsinderlyingour statisticalframeavork areviolatedto
somedggreeby real networks. In particular the feedbackmechanism®f TCP and common
cross-trdic in neighboringlinks surelyleadto deviationsin the ns traffic statisticsfrom the
idealindependencassumptionshut our approactshavs promiseof beingfairly robustin light
of thesecomplications.

6.2 Improved Importance Sampling

In our basicformulation developedin Section4, we usedthe prior distribution in our impor-
tancesampling. The disadwantageof usingthe prior asthe importancedistrikution is that the
explorationof the state-spachasthe potentialto beinefficient, asknowvledgeof the currentob-
senationis not usedto guidethe searchimprovementsn our SMC proceduremay be obtained
by usingthe optimalimportancedistribution [14, 37]. Unfortunatelyin theinternaldelaytrack-
ing problem,it is extremely difficult to samplefrom the optimal importancedistribution. We
can,however, achiere a slightimprovementover the useof the prior distribution by considering
alocallinearizationof the optimal distribution [36].

We considetthefunctionl(A,,) = log p(Am|Am—1,y(m)), andreparameterisasingr,, =
log A, -We have:

l(rm) = Inp(y(m)[rm) + Inp(rm|tm-1) — Inp(y(m))
1

- F (rm - I'm—l)T (rm - rm—l) - lnp(ym)-

= Inp(y(m) [rm)
Usingafirst-orderTaylor expansionaboutr, we have

dInp(y(m) |rpm)
or,,

(rm - r)
I'm=Tr

np(y(m) [rm) = Inp(y(m)|r) +
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If wechooser = r,,_1, thenwe canwrite

dlnp(y(m) [rm)
or,,

(rm - rmfl)

rm=Im-1

I(rm) = Inp(y(m)|rm =rm-1) +

1

~53 (tm = Tm-1)" (tm — rm_1) + constant

= Inp(y(m) |rm = rm—1) + constant

1
_F (rm —I'm—-1— N(rm—l))T (rm —I'm-1— N(rm—l)) )
where o1
,U(rm—l) — 52 np(y(m)lrm)

ory,

m=Im-1

This functionalform suggestshe adoptionof theimportancefunction:

T(Cm|tm—1,y(m)) = N (Tpm_1 + u(rm,l),a2) )

Samplingfrom thisimportancdunction,asopposedo theprior, involvestheadditionaloverhead
of calculatingu(r(m”)_l) for eachparticlev. Thisis asimilarcomputationataskto thecalculation
of the likelihood, the chief expensebeing the convolution of the distributions (involving n,,
FFTs,wheren,, is thenumberof uniquelinks traversedby thetwo pacletsin measurement).
Astheprobabilitypropagatiotechniquerequiressubstantiallynorecomputationthisadditional
overheacdhaslittle effect onthe speedf thealgorithm.

6.3 Conclusions

Our experimentsdemonstratehe potentialof sequentiaMonte Carlo algorithmsfor network
delaytomography We find that very good estimate<f the delay pmfs canbe obtainedfrom
a smallnumberof measurementsndestimateof expecteddelaysarevery robust, evenin the
presencef non-idealdelaydiscrepanciesnsharedinks. ThesequentiaMonteCarloalgorithm
appeargo tracknetwork behaior reasonablyvell asdemonstratetly both Matlabandthemore
realisticns experiments.

Ongoingwork is aimedat deepertheoreticalanalysesof our methods. Thereare several
improvementsandextensiongossiblefor our framewvork includingtrackingof hyperparameters
[27] (e.g., variancein randomwalk underlyingtraffic intensitiesyandthe moresophisticatedm-
portancesamplingstratgjiessuchasthelinearizedresamplingschemeproposedn Section6.2,
the auxiliary particlefilter [30], and schemesncorporatinglocal MCMC moves[17]. We are
alsoconductingmorerealisticnetwork simulationexperimentswith thens-2 packagg3].

More generally our sequentiamodelingandinferenceframeavork could be adaptedo dy-
namicalproblemsarisingin wirelessandpeerto-peercommnicatiometworks.
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Figure5: True(solid) andestimatedstem)delaypmfsfor links 2 and3 (row 1), 4 and5 (row 2), and6
and7 (row 3) usingthe (a) sequentiaMC methoddevelopedin this paperand(b) EM algorithm[10].
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Figure6: Estimationof averagedelayson eachlink for (a) identicaldelayson sharedinks and(b) small
delaydiscrepanciesn sharedinks. Boxesindicatethe true averagedelayon eachlink (1-7). Error bars
denotethe one-standard-daation confidencenterval of the estimatedaveragedelay Estimatesshown
herearederivedfrom the SMC algorithm.EM algorithmresultsarecomparablén quality.
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Figure7: (a) Delay pmf estimatesn nonstationaryscenariousing sequentiaMonte Carlo procedure.
True (solid) andestimated'stem)pmfson links 1, 2, and7 at measurements: = 1000 andm = 2000
for awindow size R = 200. (b) Trackingof averagedelayonlinks 2, 4, and7 over measuremergeriod.
True (solid) and estimated dashed)expecteddelay versustime. Both the true and estimatedexpected
delayswerecalculatedbasednan R = 200 windowedaverage.
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Figure8: Tree-structuredhetwork topologyusedfor ns simulationexperiments.Source(node0) trans-
mitsto 6 recevers(nodess-11). Link speedsn Mb/s areshavn next to thelinks. Link ¢ connectsnodei
to its parentnodew(s), e.g.link 9 connectsrodess and9.
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Figure9: Delaydistribution estimatesesutingfrom atypical ns simulationexperimentrunningover 2

minutemeasuremeryieriod. In this experimentalset-up,mostof the links experiencevery minor delays
exceptfor links 2, 7, and9. We focuson links 7 and9 in this figure. Delay distributionson (a) link 7

at time 25 seconds(b) link 7 attime 40 seconds(c) link 9 at time 25 seconds(d) link 9 andtime 40

seconds.Eachsubfiguredisplaysthe correspondingrue delay distribution (top), SMC-basedstimate
(middle),windowed EM-MLE estimate(bottom). The true distribution is computedby directly tracking
thequeudength(notpossibldan practice but easilyaccomplishedh thesimulatedhetwork). A window of

length R = 10 secondg400 probes)is usedin boththe SMC andEM-MLE estimators.The normalized
squarecerror (||p — p||?/||p||?, wherep is the true pmf andp is an estimate)time-azeragedover the

entiremeasuremerperiodwas0.42 and0.15 onlinks 7 and9, respectiely, for the SMC estimator For

thewindowed EM estimatoythe correspondingrrorswerel.15 and0.5, respectiely.
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Figure 10: Trackingof averagedelayin ns experiments.In this experimentalset-up,mostof the links
experiencevery minor delaysexceptfor links 2, 7, and 9, which we focuson in this figure. (a) True
meandelay computedby directly trackingthe queuelength (solid) and estimatedneandelay computed
from SMC procedureon link 2 (top), link 7 (middle) andlink 9 (bottom)in a typical experiment. (b)
Sameplots from a differentns simulationexperiment. The time-averaged normalizedsquarederror of
themeandelayestimategdefinedas ", |m; — m;|?/m?, wherem,; is thetrue meanattime i andm; is
anestimate)was(.04 on bothlinks 7 and9 for the SMC estimator For thewindowed EM estimatoythe
correspondingrrorswere0.11 and0.07, onlinks 7 and9, respectiely.
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