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Abstract

On-line,spatiallylocalizedinformationaboutinternalnetwork performancecangreatly
assistdynamicroutingalgorithmsandtraffic transmissionprotocols.However, it is imprac-
tical to measurenetwork traffic at all points in the network. A promisingalternative is to
measureonly at the edgeof the network andinfer internalbehavior from thesemeasure-
ments. In this paperwe concentrateon the estimationandlocalizationof internaldelays
basedon end-to-enddelaymeasurementsfrom a sourceto receivers.We proposea sequen-
tial MonteCarlo(SMC) procedurecapableof trackingnonstationarynetwork behavior and
estimatingtime-varying,internaldelaycharacteristics.Simulationexperimentsdemonstrate
theperformanceof theSMCapproach.

1 Introduction

In large-scalenetworks, end-systemscannotrely on the network itself to cooperatein charac-
terizingits own behavior. This haspromptedseveralgroupsto investigatemethodsfor inferring
internal network behavior basedon “external” end-to-endnetwork measurements[1, 5, 8, 9,
10, 15, 29, 31, 33] or, conversely, estimatingsource-destinationtraffic intensitiesfrom internal
measurements[32, 34, 35]; bothproblemsareoftenreferredto asnetworktomography.

Optimizingcommunicationnetwork routingandservicestrategiesrequiresknowledgeof the
queueingdelayat differentpointsin thenetwork. However, it is impracticalto directly measure
packet delaysat eachandevery routerfor many reasons[29]. Measuringend-to-end(sourceto�

This work wassupportedby the NationalScienceFoundation,grant no. MIP–9701692,the Army Research
Office,grantno.DAAD19-99-1-0349,theOfficeof Naval Research,grantno. N00014-00-1-0390.

1



receivers)delaysusingtimestamps[2, 26] is relatively easyandinexpensive in comparison.Con-
sequently, it is naturalto considerthefollowing inverseproblem:from end-to-endmeasurements
canwe resolve thedelayexperiencedat internalpointsin thenetwork? This is somewhatanal-
ogousto themedicaltomographyproblem,andhencethenamenetworktomography. Recently,
sequentialMonteCarlomethodshave receivedconsiderableattentionin thestatisticsandsignal
processingliteratures[4, 12, 13, 18, 24, 28]. In this paper, we proposea novel Monte Carlo
methodologybasedon sequentialimportancesampling[7, 14, 28] that not only addressesthe
basic(stationary)network tomographyproblem,but alsodirectly tacklesthemorechallenging
andrealisticproblemof trackingtime-varyingnetwork delaybehavior.

The basicideais quite straightforward. Considera network consistingof a singlesource,
sendingpackets to several receivers. Standardnetwork routing protocols producea tree-
structuredtopology1 for thenetwork in this case,with thesource at the root andthe receivers
at the leaves. A small network with four receivers is depictedin Figure1, below. The nodes
betweenthe sourceandreceivers representinternal routers. Connectionsbetweenthe source,
routers,andreceiversarecalledlinks. Eachlink betweenroutersmaybea directconnection,or
theremaybe “hidden” routers(whereno branchingoccurs)alongthe link thatarenot explicit
in our representation.Thereasonthatwe groupthehopsconnectingthesehiddenroutersinto a
singlelink is thatit is impossibleto localizedelaysthatoccuronthis link to any of its constituent
hops(exceptby directmeasurements).
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Figure1: Tree-structurednetwork topology. A binarytree(eachparentnodehastwo childrennodes)is
shown here,but in thegeneralcasethetreeis non-binary.

Supposetwo closely time-spaced(back-to-back)packets are sentfrom the sourceto two
1We assumethat the topology is knownandfixed throughoutthis paper. In practicerouting tablesareupdated

everyseveralminutes.Extensionsof ourmethodsthataccountfor changesin topology(over verycoarsetimescales)
arepossible,but not consideredhere.
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differentreceivers.Thepathsto thesereceiverstraverseacommonsetof links, but atsomepoint
the two pathsdiverge (asthetreebranches).Thetwo packetsshouldexperienceapproximately
the samedelayon eachsharedlink in their path. This facilitatesthe resolutionof the delays
on eachlink. More precisely, the goal of the network tomographyproblemconsideredin this
paperis to estimatetheprobabilitydistribution of thedelayon eachlink, basedon theend-to-
endpacket pair measurements.To illustratethe ideain its simplestform, supposethatwe send
many packet pairsto receiversat the endof links 4 and5 in Figure1 andmeasurethe delays
experiencedby eachpacket. Eachmeasurementconsistsof a pairof delays,onebeingthedelay
to thereceiver at4 andtheotherthedelayto thereceiverat5. Fromthesemeasurements,collect
eventswherethe delaymeasuredat the receiver at 5 is zero(or, moregenerally, the minimum
possibledelay).Now, assumingthatthedelayis thesamefor bothpacketson thecommonlinks
(1 and2 in this case),any “additional” delayobserved to the receiver at 4 canbe attributedto
link 4 alone. We canthenbuild a histogramestimateof thedelaydistribution for link 4. This
simpleideacanbeextendedto obtainestimatorsfor thedelaydistributionson all links [10, 29].

Let usassumethatthenetwork is stationaryover theobservationperiod,thedelaysareiden-
tical on sharedlinks, andthe truedelaydistributionsarestrictly positive (eachdelay“bin” has
somemass). Then,basedon the multicastanalysismadein [29], onecanshow that the true
distributionscanbeuniquelyidentifiedfrom suchend-to-endmeasurements(asthenumberof
measurementstendsto infinity). In fact,it is sufficient thatthezerodelaybin havepositiveprob-
ability. If thatassumptiondoesnothold, thenit is easyto seehow theprocedurecanbreakdown
in thesimpleexampleconsideredin theparagraphabove.

Assumingtheidentifiability conditionshold,anaturalestimatorin thiscaseis themaximum
likelihoodestimator(MLE). In previouswork,wedevelopedanExpectation-Maximization(EM)
algorithm to computethe MLE [10]. More generally, the dynamicsof the network may be
changingover time,andthedelaydistributionsthemselvesareno longerstatic. In this case,we
mustmodelthedynamicsandtrackthenetwork behavior. In Section4, we proposea stochastic
modelof thenetwork dynamics.Theavailableobservationsarea highly non-linearfunctionof
thesystem.As a result,theextendedKalmanfilter is not suitablefor thetask,andwe propose
a sequentialMonte Carlo (SMC) algorithminstead. The algorithmis capableof trackingthe
time-varyingdelaydistributions. TheEM algorithm,on theotherhand,assumesthenetwork is
stationaryandis not capableof handlingtemporalvariations.Wealsoshow, throughsimulation
experiments,thattheSMCmethod’s performancecanbesignificantlybetterthanthatof theEM
algorithm,bothin stationaryandnonstationarysettings.

Theproblemandapproachin this paperdiffer considerablyfrom previous network tomog-
raphywork in severalkey respects.

1. The problem consideredhere is that of inferring internal network behavior characteris-
tics from “external” end-to-endmeasurements.This is quite different from the source-
destinationestimationproblem[32, 34, 35].

2. Theinternaldelayinferencemethodin [29] is closestin spirit to our problem.However, that
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methodemploys multicastprobing,which is not supportedby many networks dueto its
scalabilitylimitations. Perhapsa moresignificantlimitation of themulticastapproachis
thatit maynotprovide anaccuratecharacterizationof thenormal(unicast)traffic oftenof
mostinterest,becauserouterstreatmulticastpacketsdifferentlythanunicastpackets[15].
In contrast,our methodsarebasedon unicastmeasurements,which canbemadeon any
network andwhich,of course,directly provide informationaboutunicasttraffic2.

3. Ourapproachis basedonaBayesianformulationof thenetwork tomographyproblem,build-
ing on our earlierlikelihood-basedmethods[8, 9, 10, 33]. In contrast,themulticastap-
proachin [29] employs anestimatorbasedonempiricalprobabilities.

4. Our sequentialmethodis specificallydesignedfor trackingtime-varying behavior, whereas
the methodsin [29, 10] areonly appropriatefor stationarycases.The problemof esti-
matingtime-varyingsource-destinationtraffic intensitiesfrom internalmeasurementswas
examinedin [34], but thattaskis quiteunrelatedto inferenceof internaldelaysaddressed
in thispaper.

5. Evenunderstationaryconditions,theSMCmethodoutperformstheEM algorithmof [10] (in
termsof estimationerror). This is dueto two deficienciesof the EM algorithm: it may
occasionallybecomestuck in local minima; it alsosuffers from a lack of regularization
(which is providedto somedegreeby theprior structurein theSMC method).In nonsta-
tionarysettings,the EM algorithmcould be appliedover the shortwindows from which
we form SMC estimates(200to 400probes).However, theresultingestimatesarehighly
irregular (seeFigure9). If windows areextended,thenthe time-variation,which canbe
significantover longerdurations,is missedby this “windowed” EM strategy.

Thepaperis organizedasfollows. In Section2 we detail themeasurementprocessandour
observation model. In Section3 we proposea stochasticdynamicalmodel for nonstationary
communicationnetworks. This modelunderpinsour sequentialMonte Carlo (SMC) inference
algorithm,developedin Section4. In Section5, we evaluatethe performanceof the SMC al-
gorithmwith simulatednetwork experiments.Theseexperimentsalsoincludeanextensive test
carriedout in thens network simulationtool (a discrete-event simulationsystemthatemploys
actualnetworking protocols).This allows usto examinetheeffect of modelmismatchbetween
theassumptionsunderlyingour SMC procedureand(morecomplex) conditionsencounteredin
actualnetworks.Discussionandconclusionsareprovidedin Section6.

2 Measurements and Observation Model

We collect measurementsof the end-to-enddelaysfrom sourceto receivers,andwe index the
packet pair measurementsby �
	���
�������
�� . For the � -th packet pair measurement,let ���������

2As pointedout in [15], it shouldbepossibleto extendthemethodin [29] to theunicastcase.
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and ��������� denotethe two end-to-enddelaysmeasured.The ordering � and � is completely
arbitrary. In this paper, we do not considerthe casein which one or both of the packets is
dropped(lost). Wesimplydiscardpacket pairsin whicha lossoccurs.However, it is possibleto
extendour approachto includelossesaswell. This couldbeaccomplishedby incorporatingan
“extra bin” in our delaydistributionscorrespondingto an infinite delay(i.e., a packet loss)and
makingminor adjustmentsto the measurementandprior modelsdescribedbelow. The delays
arequantizedsuchthatthequantizeddelayoneachlink falls in therange��
 ��
������!
�" timeunits.
Thereareseveral optionsfor choosingthe quantizationlevel, andperhapsthe mostnaturalis
to quantizethe rangebetweentheminimumandmaximumobserved pathdelayaccordingto a
desiredlevel of accuracy. Otherpossibilitiesaresuggestedin [29]. An indicationof thenatureof
commonlyencountereddelaydistributionsis providedin Figure2, whichdepictstheend-to-end
(quantized)delayhistogramsfrom recordedmeasurementsof theInternet3.
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Figure2: Delayhistogramsfrom two differentInternetmeasurementsessions.1000measurementswere
madeusingthenetdyntool [2].

To describeour observation model, let us first considerthe caseof a stationarynetwork
in which the delay characteristicsare not time-varying. Associatedwith each individual
link/router in the network is a probability massfunction (pmf) for the queuingdelay. Let#%$ 	'& #%$�( ) ����� 
 #%$�( *,+ denotetheprobabilitiesof a delayof ��
 ��
������-
�" time units, respectively,
on link . . Giventhepacket pair measurements/102& ���-�����3
4� � ����� + , we areinterestedin maxi-
mumlikelihoodestimates(MLEs) of 5607& # $ + , thecollectionof all delaypmfs. Thelikelihood
of eachdelaymeasurementis parameterizedby a convolution of thepmfs in thepathfrom the
sourceto receiver. The couplingof the pmfs of eachlink resultsin a likelihood function that

3Themeasurementsshown in Figure2 weremadeusinga tool callednetdyn[2]. 1000packet pairs,with inter-
packet spacingof approximately1 ms, weresentto a remotehost. Eachpacket was64 bytesin sizeandthe time
spacingbetweenpacket pair transmissionswasapproximately500 ms. The pathsinvolved in thesemeasurements
includedapproximately10separatelinks.
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cannotbemaximizedanalytically. Thejoint likelihood 84��/:9 5;� of all measurementsis equalto a
productof theindividual likelihoods.Themaximizationof thejoint likelihoodfunctionrequires
numericaloptimization,andtheEM algorithmis anattractive strategy for thispurpose.In previ-
ouswork, we have developedEM algorithmsfor network tomography, to estimatebothinternal
losses[8] andinternaldelays[10].

In nonstationarynetworks,thequeuingbehavior variesover time, andthenotionof a delay
distribution is not well defined.Nonetheless,time functionssuchastheexpecteddelaysacross
eachlink arevery muchof interest.To put suchnotionson firmer ground,we definethe time-
varyingdelaydistribution of window size < atmeasurement� as:#=$>( ? �@<A
4���B	 �< CDEGF CIH=J=K �MLONQPQR@S EUTVF ?XW 
 (1)

with Y $ �@8Z� beingthe (unobserved) delayexperiencedat queue. by measurementpackets 8 andLONQPQR[S EGTVF ?XW is the indicator function for the event &-Y $ �@8Z�B	]\ + . Let #%$�( J 0
& #=$>( ? �@<A
4��� + denote
thetime-varyingprobabilitiesof a delayon link . . Thechoiceof thewindow size < is a classic
instanceof thetrade-offs involved in datawindowing; smallerwindows provide increasedtime
resolution(smallerbias)at theexpenseof increasedestimatorvariance.In practice,< maybe
selectedon thebasisof known or assumeddynamicsof thenetwork.

Beforemoving on, let uscommentbriefly on theassumptionthatback-to-backpacketsare
delayedby roughly thesameamounton eachsharedlink in their paths.If thedelaysareiden-
tical on sharedlinks, thenthedifferencebetweenthetwo delaymeasurementscanbeattributed
solely to thedelaysexperiencedon unsharedlinks in thetwo paths.This is thekey to resolving
thedelayson a link by link basis.However, in practicethetwo packetsmayexperienceslightly
differentdelayson sharedlinks dueto thefact thatonepacket precedestheotherin thequeues
andadditionalpacketsmay intervenebetweenthe two. The natureof this delaydifferential is
exposedin Figure3, whichshows thehistogramof thedifferencebetweentheend-to-enddelays
of two closely-spacedpacketssentto thesameInternetreceiver. This histogramis constructed
from theback-to-backpacket pair measurementsalongthesameconnectionconsideredin Fig-
ure2 (a). Ideally, thedelaysshouldbeidentical,but weseeasmalldiscrepancy betweenthetwo.
Thesecondpacket in thepair typically experiencesaslightly greaterdelay. However, recallthat
the orderingof the packetswasarbitraryin our recordingprocess.In effect then,the discrep-
anciesbetweenthedelayson sharedlinks addsa zeromeanerror to thedifferencebetweenthe
two end-to-endmeasurements.We clearlyseethesymmetriczero-meannaturein theempirical
datashown in Figure3. This “noise” producesa smoothing(or blurring) in the inferreddelay
pmfs. Nonetheless,becausetheerrorsarezeromean,we canstill usetheestimateddelaypmfs
to obtainreasonableestimatesof theexpecteddelayon eachlink. Thus,our methodologycan
provide importantinformation,evenwhenthedelaysonsharedlinks arenot identical.
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Figure3: Differencebetweenend-to-enddelaysof packet pair sentto samereceiver. Ideally thediffer-
enceshouldbeidenticallyzero,sincethetwo packetstraversethesamelinks, but in practicewe observe
a smallerror. Measurementsweremadeusingthenetdyntool [2].

3 A Dynamical Model for Nonstationary Communication Networks

Wenow considertheproblemof modelingtime-varyingdelaydistributionsasdefinedin (1). We
proposea relatively simpleparametricfamily of dynamicaldistributionsto describethequeuing
delaydistributionsof individual network links. Themodelsaresufficiently generalto capturea
variety of potentialnetwork conditions.Themodelsplay the role of prior probabilitydistribu-
tionsin ourSMCframework. In thatcontext, theprior is amixture(or superposition)of avariety
of theelementarymodels(distinguishedby differentparametersettings).Thebasicideais that,
althoughno singlemodelandparametersettingmayaccuratelydescribethecomplex queueing
behavior of actualnetworks,mixturesof many suchmodelswith diverseparametersettingsmay
besufficient to capturethetruebehavior. In theSMC algorithm,themixing of themodelsis a
functionof theactualnetwork measurements;this is akey strengthof theapproachwhichallows
usto usepreviousmeasurementsto improvetheMC samplingin subsequentstepsof thedynam-
ical estimationprocedure.TheSMCalgorithmis describedin thenext section.Wenow propose
theparametricfamily of dynamicalmodelsunderlyingtheprior distribution of thealgorithm.

Thequeuingdelayexperiencedby a measurementpacket on eachlink in thenetwork is due
to other packets in the queue(s)of the associatedrouter(s). The most elementarymodel for
queueingdelaydistributions is derived the classicalM/M/1/K queuemodel [25]. This model
will serve asa motivation for thebuilding block of our prior (mixture)distribution. In addition
to M/M/1/K queuing,we assumea network in which eachlink is a direct connectionbetween
two routersandassociatethedelayoneachlink with adedicatedoutputqueueat therouterfrom
whichit emerges(i.e., eachoutgoinglink hasits own dedicatedqueue).Eachof thesequeueshas
abuffer size " with Markovianservicesatrate ^ . Coupledwith ahomogeneous(constantrate _ )
Poissonarrival process,thismodelis thestandardM/M/1/K queuemodel[25]. Theextensionto
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heterogeneousnetworks(differing serviceratesandqueuesizes)is straightforward. We assume
thatwe make measurements(sendpacket-pairs)at a rateof `I�a^b" where `I�dce� is a constant.
Thisensuresthatthereis sufficient timefor thequeuesto relaxbetweenmeasurements,resulting
in approximatelystatisticallyindependentmeasurements.

Now, in the nonstationarysetting,the mostsimpleapproachis to adopta model in which
packetarrivalsatagivenqueuearegovernedby atime-varying(inhomogeneous)Poissonarrival
process.Wewill alsoassumethatthebandwidthf of thisprocessis limited suchthatf�g ���`I��^b" � (2)

This impliesaquasi-stationarity; thedynamicsof thesystemareevolving at a rateslow enough
thatwe candiscretizeat themeasurementrate(specificallywherethemeasurementsaremade)
andstudythediscretizedsystem.Moreover, eachmeasurementessentiallyencountersaclassical
M/M/1/K queue. We completeour model by imposinga randomwalk structureon the log-
intensityof thetraffic arrivals: h i�j _ $ �����k	 h i�j _ $ �����bl]m-�����3
 (3)

where � denotesthe � -th measurement,and m-����� is zero-meanGaussiannoiseof variancen �$ ����� . Therandomwalk is not meantto accuratelyportraytheactualtraffic dynamics,rather
it is simply a device which allows our SMC procedureto trackpotentialtime-varyingbehavior
and enforcessmoothnessin the evolution of the delay distributions (which is reasonableand
desirablebasedon thephysicalnatureof network queues).We setall thevariancesn �$ �����o	p�
in advance(asa basicparameterof the SMC algorithm),althoughit is possibleto extendour
framework to treatthevariancesasadditionalunknown parametersalsoto betracked.

Themodeldescribedthusfar inducesdelaypmfsat eachmeasurementtime of theform#%$�( ? �����rq s ? $ �����3
 (4)

wherethe parameters $ ����� is the ratio of the arrival rate _ $ ����� and servicerate on the . -th
link. Suchpmfs areexponentiallyincreasingor decreasing,for s $ �����tcu� and s $ �����vgu� ,
respectively. This impliesthatthemodeis eitheratdelay � or delay " . Notethatthismodelcan
provide anexcellentfit to thedelayhistogramdepictedin Figure2 (a).

In realnetworks,however, thedelaypmfscandisplaymodesat otherpointsdueto thenon-
Poissoniannatureof traffic anddue to the fact that eachlink may include multiple “hidden”
routers. To accountfor suchmodeswe proposethe following extensionof the M/M/1/K type
model.Weintroduceanadditionaldynamical(continuous)parameterw $ for eachlink anddefine
thedelaypmf as #%$�( ? qxsMy ? H%z R y$ 
 (5)
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which placesthemodeof thepmf near w $ . The(unknown) parameterw $ alsoevolvesaccording
to a continuousrandomwalk (varianceof � with reflectionat � and " to ensuresmoothnessin
the evolution of the delaydistributions). Themodelabove (5) will serve asour basicbuilding
block; theprior distribution employed in our SMC procedureis a mixtureof pmfsof this form.
In Figure4 we illustratethefit betweenthedelaydistribution from Figure2 (b) andmixturesof
pmfsof theform #%$�( ? q{���G|�} y ? H )�~ )4��$ y , ����.���" . It is nothardto seethatif we choose"�l��
distinct valuesfor . , then the resultingvectors#%$ 	�� #%$�( ) 
������ 
 #%$�( *�� are linearly independent,
thusforming a basisfor �B� K � . Therefore,any pmf canberepresentedasa linearcombination
of thesevectors,astheexamplein Figure4(c) shows.
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Figure4: Fitting athenetwork delayhistogramof Figure2 (b) (boxes)with mixturesof pmfsof theform���V� ��������� ��� �����3� �Q�!� � , �d�� ¡�£¢ (stems).(a)Fit usingasinglepmf. (b) Fit usingamixtureof four pmfs.
(c) Fit usinga mixtureof 16 pmfs.

To summarize,we have proposeda parametricfamily of dynamicalmodelsto describethe
queuingdelaydistributionsof network links. All parametersof this model, " , ^ , _ $ , areun-
knowns in our framework (theSMC algorithmwill employ many differentsettingsof parame-
tersto obtaina reasonablydensesamplingof theparameterspace).Themodelsaresufficiently
generalto capturea varietyof potentialnetwork conditions.Theprior distribution of our SMC
procedure,describednext, is a mixture(or superposition)of thesebasicparametricmodels.As
demonstratedabove, suchmixturesarecapableof representingall possibledelaydistributions.
Moreover, thepriorson thedynamicsof our framework (randomwalks)andassociatedparame-
ters(variancesof randomwalks)arefairly non-informative, ensuringthattheSMCprocedureis
mostly influencedby thedatathemselvesandis not stronglyaffectedby our modelingassump-
tions.
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4 Sequential Monte Carlo Tracking of Time-Variation

4.1 Basic Problem

We would like to track the internaldelaydistributionsover time. More specifically, basedon
our measurementswe wish to estimatethe time-varying delaydistribution definedin (1). We
will focuson theposteriormeanasour estimator. Theposteriormeanis simply themeanof the
posteriordensity, whichis proportionalto thelikelihoodfunctionof measurementsmultipliedby
theprior distribution placedon thedelaypmfs. Theprior we employ hereis a mixtureof time-
varyingpmfsof theform (5). Themixing function is determinedby thedynamicalstructureof
eachtime-varyingpmf, asgovernedby therandomwalksdescribedin theprevioussection.

Theposteriormeanestimateof # $�( ? �@<A
4��� canbewrittenas:¤#%$�( ? �@<A
4���¦¥G	 §©¨ SGª3«¡¬�­�®°¯[± « y ² ¯[± « TI³ CDEGF C�H=JMK � L NQP´RZS EGT>F ?�W�µ	 �< CDEGF CIH=J=K � # �[Y $ �@8Z�B	]\=9 /;�4¶ C �
	 �< CDEGF CIH=J=K ��· # �[Y $ �@8Z�B	]\M9 �¸�@8Z�3
º¹ E � # �[¹ E 9 / �4¶ C �O»�¹ E 
 (6)

where �¼�@8Z�:0½� �����@8Z�3
4� � �@8Z� � , ¹ E is a vectorcomposedof thetraffic intensitieson all links at time8 , and /;�4¶ C is a vectorcomposedof themeasurementsat times ��
������-
4� . As before Y $ �@8Z� is the
(unobserved)delayon link . at time 8 , and ¾ C�H=JMK �4¶ C 0e�¿Y $ ����À6<�l����3
������-
ºY $ ����� � .

Theevaluationof this estimatoris very difficult. It requiresan integrationover thedensity# �[¹ E 9 /;�4¶ C � , which cannotbesolved analytically. It is necessaryto adoptnumericalintegration
techniques.Moreover, we needto calculatethe estimateat eachtime � . It is importantthat
we form our estimate

¤#%$�( ? �@<A
4��� without redoingall thecalculationsinvolved in generatingthe
estimateat time �ÁÀ�� . Otherwisewe arenot only wastingconsiderablecomputations,but we
renderareal-timeimplementationof ourprocedureimpossible.Theseconsiderationsnecessitate
theadoptionof a sequentialalgorithm.

In thedynamicsystemwe definedin Section3, theavailableobservations / �4¶ C area highly
non-linearfunctionof theevolving parameters¹ ) ¶ C . Standardsequentialtrackingmethodssuch
astheKalmanfilter arenot applicable;our attemptsat linearisation(e.g.,theextendedKalman
filter) alsoresultin very poor tracking. In previouswork [13, 14, 24, 28], it hasbeenobserved
thatsequentialMonteCarlo(SMC) procedurescanperformwell whenfacingsuchhighly non-
linear trackingproblems.The estimationalgorithmwe develop in this sectionis basedon the
SMC methodology.

We begin by briefly outlining theMonteCarlonatureof thetechnique.Becausetheintegral
in (6) cannot becalculatedanalytically, we approximatetheestimatorusingMonteCarlo inte-
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gration. To do this, we mustsamplefrom # �[¹ E 9 / �4¶ C � , which itself is not easilyaccomplished.
An alternative approachis to perform importancesampling. Let ¹ ) ¶ C denotethe trajectories
of the traffic intensitieson all links over the time interval ��
������-
4� . The basicideahereis to
generateÂ draws of ¹ ) ¶ C from an importancedistribution Ã C , that hasthe samesupportas# �[¹ ) ¶ C 9 /;�4¶ C � but from which we cansamplemoreeasily. We needto sampletheentiretrajec-
tory ¹ ) ¶ C ratherthanjust ¹ E becausethetrajectoriesarehighly coupled(evaluating# �[¹ E 9 /;�4¶ C �
requiresdifficult marginalisation).Eachdraw representsanindependentsamplepathof thenet-
work’s dynamicalevolution andthusindependentlyexplorespartof thesamplespace.We use
thesedraws (or particles) to computethe desiredMonte Carlo integrationasfollows. We can
re-writetheintegrationas,

· # �[Y $ �@8Z�B	Ä\=9 �¼�@8[�3
º¹ E �ÆÅ # �[¹ ) ¶ C 9 /;�4¶ C �Ã%Ç��[¹ ) ¶ C 9 / �4¶ C �-È Ã=Ç��[¹ ) ¶ C 9 /;�4¶ C �O»O¹ E �
Then,theMonteCarloestimateisÉDÊ F � # �[Y $ �@8Z�B	]\=9 �¼�@8Z�3
º¹ S Ê TE �ÌËÍ S Ê TC 
 (7)

where Í S Ê TC 	 # �[¹ S Ê T) ¶ C 9 /;�4¶ C �°ÎÏÃ C �[¹ S Ê T) ¶ C 9 /;�4¶ C � and ËÍ S Ê TC 	 Í S Ê TC ÐVÑ ÉÒ F � Í S Ò TCÔÓ H � . In order to

evaluatethis Monte Carlo estimate,we mustdetermineboth the weight Í S Ê TC (up to a propor-
tionality constant)andthevalueof # �[Y $ �@8Z�©	�\=9 �¼�@8Z�3
º¹ S Ê TE � for eachof the Â particles.We have# �[¹ S Ê T) ¶ C 9 /;�4¶ C �£q # ��/;�4¶ C 9 ¹ S Ê T) ¶ C � # �[¹ S Ê T) ¶ C � . As themeasurementsareindependent,the likelihood

in this expressioncanbedecomposedas# ��/ �4¶ C 9 ¹ S Ê T) ¶ C �Õ	×Ö EGF �4¶ C # ���¸�@8Z��9 ¹ S Ê TE � , whereeachfac-
tor in the productis a convolution of pmfs that canbe evaluatedefficiently usingFFTs. The# �[¹ S Ê T) ¶ C � termcanbedeterminedfrom thedynamicsof thesystem(3).

Evaluating # �[Y $ �@8Z�Ø	Ù\=9 �¼�@8Z�3
º¹ S Ê TE � involves the applicationof an upward-downward algo-
rithm [16]. This algorithmpropagatesthe knowledgeof (1) the zerodelayat the sourceand
(2) thedelays�¼�@8Z� at the two receiversthroughoutthe tree,exploiting the independenceof the
conditionalpmfsto calculatemarginal distributionsateachnode.

4.2 Sequential Importance Sampling

TheMC integrationapproachdescribedabove requiresusto generateentiretrajectories¹ ) ¶ C at
eachtime � , andthento calculatethe associatedweight. This is computationallydemanding
andhighly wasteful. At time � , we want to performthe integrationwithout redoingcalcula-
tionsmadeat time �ÚÀ�� . This is achieved by forming the trajectory ¹ S Ê T) ¶ C without modifying

theprevious trajectory ¹ S Ê T) ¶ CIH � , which is possibleif the importancesamplingdistribution hasa
Markovian structure. At time � , we samplefrom the initial distribution Ã ) �[¹ ) � . At time � ,
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we samplefrom Ã C �[¹ C 9 ¹ S Ê T) ¶ C�H � 
4/;�4¶ C � , andform the time-� particle Û by appending¹ S Ê TC to¹ S Ê T) ¶ C�H � . Theweightof particle Û at time � canthenalsobeupdatedrecursively:Í S Ê TC 	ÜËÍ S Ê TC�H � # ���¼������9 ¹ S Ê TC � # �[¹ S Ê TC 9 ¹ S Ê TC�H � �Ã C �[¹ S Ê TC 9 ¹ S Ê T) ¶ C�H � 
4/;�4¶ C � �
Weform ourapproximateestimator, denotedË#%$�( ? �@<A
4��� , by replacingthetrueintegralsin (6) by
their MonteCarloapproximations(7).

The dynamicsof the model proposedin Section3 involve a randomwalk of

h i�j ¹ C . In
thispaper, weemploy theprior distribution # �[¹ C 9 ¹ CIH ��� astheimportancefunction(asadopted
in [21] andmany subsequentworks). In thisscenario,wemerelyneedto calculatethelikelihood
to determinetheupdatein theweights:Í S Ê TC 	ÁËÍ S Ê TCIH � # ���¼������9 ¹ S Ê TC � . (8)

Theweightupdatefactorateachtimestepis thelikelihood # ���¸������9 ¹ S Ê TC � . Thiscanbeefficiently
calculatedusing �!Ý C FFTs,whereÝ C is thenumberof uniquelinks traversedby thetwo packets
involved in the � -th measurement.We discussthecomplexity of our algorithmin moredetail
laterin thissection.Sincewearedealingwith discretedistributions,ourweightupdatefactor(8)
is boundedabove by � , which implies thatat any time � , every importanceweight is bounded
by � .

Thedisadvantageof usingtheprior astheimportancefunctionis that theexplorationof the
state-spacehasthe potential to be inefficient, as knowledgeof the currentobservation is not
usedto guidethesearch.In Section6, we discusswaysin which thesamplingstrategy canbe
improved;in practice,weobservethattheseapproachescanproduceslightly betterperformance.

Degeneracy is a majorissuein theapplicationof sequentialimportancesampling.Themul-
tiplicative updateappliedto theweightat eachtime meansthatsomeimportanceweightsmay
quickly tend to zero, and the numberof particlescontributing to the estimatoris greatly re-
duced.Thiseffect increasesthevariability of theestimator(comparedto thevarianceonewould
have with the full Â particlescontributing). We will saymoreon estimatorvariancein Sec-
tion 4.4. The procedureof resamplingaims to generatean unweightedapproximationof the
weightedparticledistribution. Whenperformedat time � , theprocedureassociateswith each
particle Û a numberof offspring Â S Ê TC , suchthat Ñ ÉÊ F � Â S Ê TC 	ÞÂ . Theprocedurethusobtainsa
new setof particles,eachof which hasweight ��Î�Â , andensuresthat thenumberof significant
weightsremainscloseto Â . Therearenumeroustechniquesfor performingresampling.The
mostpopularis samplingimportanceresampling(SIR), introducedin [20]. SIR involvesjointly

drawing ß¸Â S Ê TCáà ÉÊ F � accordingto a multinomialdistribution of parametersÂ and ßÆËÍ S Ê TC�à ÉÊ F � .
Othertechniquesincluderesidualresampling[22, 28], andstratifiedresampling[6, 24], which
is adoptedin thispaper.
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This resamplingprocessdoesintroducesomeadditionalcomputationaloverheadin thefor-
mation of our approximateestimatorat time � . Technically, it necessitatescalculatingthe
marginal smoothingdistributions # �[¹ E 9 /;�4¶ C � for 8�âã�ÙÀä<ålæ�;�����º� . This canbedoneusing
thetwo-filter formulaof [24], forwardfiltering–backwardsmoothing[14, 23], or thebackwards
simulationprocedure[19].

In simulations,weobserve thatif weusetheapproximation(replace ËÍ S Ê TC by ËÍ S Ê TE )ÉDÊ F � # �[Y $ �@8Z�B	]\=9 �¼�@8Z�3
º¹ S Ê TE �ÌËÍ S Ê TE 
 (9)

for thesummationin (7), thenwe achieve similar performance.Weadoptthis approximationin
thealgorithmwe outlinebelow:

Particle Filter for Delay Distribution Estimation

At time 0: For Ûç	7��
������-
4Ý , sample¹ S Ê T) from # �[¹ ) � .
At time m:
SequentialImportanceSamplingstepè For Û�	2��
��é�é�é
�Â , sampleË¹ S Ê TCëê # ��¹ C 9a¹ S Ê TC�H � � andset Ë¹ S Ê T) ¶ CÞìÜí ¹ S Ê T) ¶ C�H � 
 Ë¹ S Ê TCæî .è For Û�	ï��
��é�é�é
�Â , evaluatetheimportanceweights ËÍ S Ê TC :Í S Ê TC q # í �¸�@8Z�¼9 Ë¹ S Ê TC î (10)ËÍ S Ê TC 	 ³ ÉD Ò F � Í S Ò TC µ H � Í S Ê TC (11)

Selectionstepè Apply stratifiedresampling[24] to obtain Â new particles í ¹ S Ê T) ¶ Cñð Ûç	2��
������-
�Â î , each

with weight ��Î�Â .

Estimationstepè For all .�
ò\ :
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1. Evaluate# �[Y $ ������	Þ\M9 �¸�����3
º¹ S Ê TC � usingtheupwards-downwardsprobabilityprop-
agationalgorithm[16].

2. EstimateË# $>( ? �@<A
4��� from:Ë# $>( ? �@<A
4���:¥G	 �< CDEGF CIH=J=K �
ÉDÊ F � # �[Y $ �@8[�Õ	]\=9 �¼�@8Z�3
º¹ S Ê TE �ØËÍ S Ê TE 


4.3 Computational Complexity Analysis

The computationalcomplexity of the sequentialimportancesamplingtechniqueis óÌ�@Â£� per
measurement.Samplingfrom the prior distribution is straightforward andis of constantcom-
plexity for eachparticle.UpdatingtheweightsateachtimesteprequiresÝ C FFTs,whereÝ C is
thenumberof uniquelinks traversedby thetwo packetsin measurement� . Thecomplexity of
this procedureis óç��Ý C " h i�j "ã� perparticle,where " is themaximumnumberof delayunits
per link. Themajority of resamplingprocedures,including thestratifiedresamplingprocedure
weadopt,canbeimplementedin óÌ�@Â£� operations.Thechiefoverheadinvolvedin thethealgo-

rithm is theapplicationof theup-down algorithmto evaluate# �[Y $ �����B	]\M9 �¸�����3
º¹ S Ê TC � . For this
step,the computationalexpenseis óç��Ý C " h i�j "1� per particleusingan FFT-basedalgorithm.
As this is thedominantexpense,thecomputationaloverheadof theapproximatealgorithmout-
linedabove is óç�@ôÕÂõ" h i�j "1� permeasurement,whereô is theaveragenumberof uniquelinks
involvedin eachmeasurement.

In practice,it maybedesirableto implementtheSMC filtering in real-time,on-line.To give
anindicationof thefeasibilityof suchanimplementationwe considerthecomputationinvolved
in thens experimentsdescribedin Section5.2. In that case,which is fairly representative of
potential real-world applications,we have ô
	{} , " 	{ö!÷ , Â 	{}���� and we perform ÷��
measurementspersecond.Theaveragecomputationrequiredis ���ø�BùÌ����ú operationspersecond.
Thisisapproximately�O�üû timesthetheoreticaloperationcountabove. CurrentDSPsandPentium
processorsarecapableof at least }�ù6����ú operationspersecond.Thus,it is not unreasonableto
expectthatreal-timeimplementationscouldbecarriedout in practice.

If weavoid theapproximation(9) by calculating(atmeasurement� ) themarginalsmoothing
distributions# �[¹ E 9 /;�4¶ C � for 8Ïâv�åÀý<þlv�;�����3� , thenweintroduceasubstantialadditionalcom-
putationaloverhead.Of theavailableoptions,usingtheforwardfiltering—backwardsmoothing
procedure[14, 23] minimizesthe additionalcomputationalexpense,but even in this caseit isóç�@<ÿÂ � � permeasurement.For reasonablevaluesof " ( �e÷�� ), ô ( �Á��� ) and < ( � � ��� ), and
a suitablenumberof particles( Âu	 100–2000),this is by far thedominantcomputationalover-
head.
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4.4 Convergence Analysis

When we use the prior distribution as the importancefunction, the importanceweights are
boundedabove by � andcontinuous.Theweightsat time � areboundedby � , andat any time� , the multiplicative weight updatefactor(8) involvesa productof convolved discreteproba-
bilities; it is easyto checkthat it is boundedabove by � . Sincewe make useof the stratified
resamplingschemeandthe importancedistribution doesnot dependon the empiricaldistribu-
tion (thedistribution of theparticles),theassumptions1–A and2–A of [11] aresatisfied,making
Theorem1 of [11] applicablefor our algorithm. The theoremimplies that the mean-squared
error betweenthesequentialMonteCarlo estimateË#%$�( ? �@<A
4��� andtheposteriormeanestimate¤#%$�( ? �@<A
4��� approacheszeroasthenumberof particlesincreases,i.e.:

� Ð �òË#=$>( ? �@<A
4���ÏÀ ¤#%$�( ? �@<A
4���4� � Ó �Ô` J ( C �� Ñ C EUF C�H=JMK � # �[Y $ �@8Z�B	]\M9 �¸�@8Z�3
º¹ E � �� �Â 

where ` J ( C doesnotdependon Â .

5 Experiments

5.1 Matlab Experiments

To assesstheperformanceof our algorithmswe simulate(in Matlab) thefour-receiver network
depictedin Figure1. In all Matlab experimentsshown herewe have set the maximumdelay
on eachlink " 	
� } andused500 particles.However, we have conductedtestsin which the
numberof particlesrangedbetween200and5000,andobserved similar performanceover the
entirerange.

Experiment 1: Wegenerate1000packet-pairmeasurementsfrom stationarydelaydistributions
on eachlink. Figure5 (a) depictsthe true delaydistributionson links �O
������-
3| alongwith the
estimatedposteriormeanscomputedby the SMC algorithm. For comparison,Figure 5 (b)
depictstheresultsobtainedusingtheEM algorithmproposedin [10]). This sameexperimentis
repeatedin 50 independenttrials. Figure6 (a) shows the trueexpecteddelayfor eachlink and
theexpecteddelaycomputedfrom theestimatedposteriormeanpmfs.

Experiment 2: We perform 50 independenttrials of the scenarioin Experiment1, but this
time introducesmall, randomdiscrepancies(errorsof up to 4 time units) betweenthe delays
on sharedlinks. Figure6 (b) depictsthetrueaveragedelayfor eachlink andtheaveragedelay
computedfrom the estimatedpmfs (note the agreementwith Figure 6 (a), indicative of the
robustnessof our methodsto sucherrors).Theestimatedposteriormeanpmfs(not shown here)
arealsovery closeto thetruedelaypmfs,similar in quality to thoseshown in Figure5 (a).
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Experiment 3: We generate3000packet-pairmeasurementsfrom time-varyingdelaydistribu-
tions. The temporaldynamicsaregovernedby (3). Figure7 (a) depictsthe trueandestimated
posteriormeanpmfson links 1, 2, and7 at two differenttimes. Figure7 (b) plots the trueand
estimatedexpecteddelay(bothbasedon windowedaverages)on links 2, 4, and7 asa function
of time.

5.2 ns Experiments

To assesstheperformanceof our SMC methodologyin a muchmorerealisticenvironment,we
have simulatedthenetwork depictedin Figure8 with thens simulationtool. ns is a discrete-
eventsimulationsystemthatemploys actualnetworking protocolssuchasTCPandUDP. This
allows us to examinethe effect of model mismatchbetweenthe assumptionsunderlyingour
SMC procedureandthe complex conditionsencounteredin actualnetworks. Interior links in
the network have highercapacity(5-10 Mb/sec)andpropagationdelay(50 ms) thanthe edge
links (0.5-2Mb/secand10 ms). QueuesareFIFO with spacefor 35 packets. Node0 generates
a 25.6Kbit/s probingstreamcomprisedof UDP packet-pairprobes(40 byteseachat 40 packet
pairspersecond).Packet-pairsendingtimesaregeneratedaccordingto a Poissonprocess;the
meantime-spacingis 25 ms. The probe-streamrequireslessthan1% of any link’s capacity.
Backgroundtraffic comprisesa mixture of infinite data-sourceTCP (FTP) connections,expo-
nentialon-off sourcesusingUDP, andmultiple short-durationTCPconnections.Averagedover
thesimulations,link utilisationrangedbetween10 and60 percent,andlossratesrangedfrom 0
to 2 percent.

The network wassimulatedfor multiple two minutemeasurementperiods. We employ an<æ	2��� secondwindow in ourSMCprocedure(this timedurationcorrespondsto approximately
400packet-pairsprobes).We alsocomparetheSMC procedureto moving-window application
of the EM algorithmproposedin [10], using the same< 	u��� secondwindow. To establish
a “ground-truth” the queuelengthsin the network weredirectly measuredat a fine time scale
by monitoring the arrivals of every packet at eachqueue(easilyaccomplishedin simulation,
but impossiblein practice).A “true” pmf for eachlink wasformedby calculatingdelaysfrom
queuelengthsandlink capacities,quantizingandformingahistogram.Figure9 depictsthedelay
distribution estimatesfrom typicalns simulations.Figure10 depictsthemeantracksof thens
experiment.

6 Discussion

6.1 Experimental Results

Severalconclusionscanbedrawn from theexperimentalresults.First, it is clearfrom theresults
of Experiment1 thattheSMCproceduredescribedherecanoffer significantimprovementsover
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theMLE approach[10]. Experiment2 demonstratesthatourestimatoris quiterobust to signifi-
cantdeviationsfrom theassumptionthatthedelaysonsharedlinks areidentical,althoughwedo
observe a slightly larger variancein our estimates(seeFigure6). This is importantin practice
since,asevidentin Figure3, realInternetmeasurementsexhibit smalldelaydeviationsonshared
links. While thebasicdelaymodel(4) is quiteadequatein somecases(c.f. Figure2 (a)),Exper-
iment3 demonstratesthat thegeneralizedmodelcorrespondingto (5) enablesthe trackingand
estimationof a muchbroaderclassof delaydistributions. This too is very relevant to practice
becausethedelaydistributionsin the Internetoftenhave morecomplicatedcharacteristics(c.f.
Figure2 (b)). Finally, the resultsof our ns experimentsdemonstratethat the SMC procedure
canprovide accurateandpotentiallyusefulestimatesof time-varyingnetwork behavior, despite
thefact thatmany of theidealassumptionsunderlyingour statisticalframework areviolatedto
somedegreeby real networks. In particular, the feedbackmechanismsof TCP andcommon
cross-traffic in neighboringlinks surely lead to deviations in the ns traffic statisticsfrom the
ideal independenceassumptions,but our approachshows promiseof beingfairly robust in light
of thesecomplications.

6.2 Improved Importance Sampling

In our basicformulationdevelopedin Section4, we usedthe prior distribution in our impor-
tancesampling. The disadvantageof usingthe prior asthe importancedistribution is that the
explorationof thestate-spacehasthepotentialto beinefficient, asknowledgeof thecurrentob-
servationis notusedto guidethesearch.Improvementsin ourSMC proceduremaybeobtained
by usingtheoptimal importancedistribution [14, 37]. Unfortunately, in theinternaldelaytrack-
ing problem,it is extremelydifficult to samplefrom the optimal importancedistribution. We
can,however, achieve a slight improvementover theuseof theprior distribution by considering
a local linearizationof theoptimaldistribution [36].

We considerthefunction 84�[¹ C ��	 h i�j # �[¹ C 9 ¹ C�H ��
4�¼�����4� , andreparameteriseusing � C 	h i�j ¹ C .Wehave:84��� C �{	 h
�Ï# ���¸�����¼9 � C �bl h

�Ï# ��� C 9 � CIH ���ÏÀ h
�Ï# ���¸�����4�	 h

�Ï# ���¸�����¼9 � C �ÏÀ �� n¼� ��� C À�� CIH � � � �	� C À
� C�H � �ÏÀ h
�Ï# ��� C �3�

Usingafirst-orderTaylorexpansionabout� , wehaveh
�Ï# ���¸�����¼9 � C ��� h

�Ï# ���¼�����¼9 ��� l 
 h �Ï# ���¼�����¼9 � C �
 � C ������ « F � ��� C À����
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If wechoose�,	�� C�H � , thenwe canwrite84��� C ��	 h
�Ï# ���¼�����¼9 � C 	�� CIH � �Øl 


h
�Ï# ���¼�����¼9 � C �
 � C ������ « F � « ¬O¯ ��� C À�� CIH � �À �� n¼� ��� C À�� CIH � � � ��� C À�� C�H � �bl constant	 h

�Ï# ���¼�����¼9 � C 	�� CIH � �bl constantÀ �� n � ��� C À�� CIH �BÀ1^Õ��� C�H ���4� � ��� C À�� C�H �BÀ6^Õ��� CIH ���4� ,

where ^Õ��� C�H ���B	 n � 
 h �Ï# ���¼������9 � C �
 � C ������ « F � « ¬O¯ .

This functionalform suggeststheadoptionof theimportancefunction:ÃB��� C 9 � C�H � 
4�¼�����4�B	������ C�H �Ïlä^Õ��� C�H ���3
 n ��� .
Samplingfromthisimportancefunction,asopposedto theprior, involvestheadditionaloverhead
of calculatinĝÕ��� S Ê TCIH � � for eachparticle Û . This is asimilarcomputationaltaskto thecalculation
of the likelihood, the chief expensebeing the convolution of the distributions (involving Ý C
FFTs,whereÝ C is thenumberof uniquelinks traversedby thetwo packetsin measurement� ).
As theprobabilitypropagationtechniquerequiressubstantiallymorecomputation,thisadditional
overheadhaslittle effecton thespeedof thealgorithm.

6.3 Conclusions

Our experimentsdemonstratethe potentialof sequentialMonte Carlo algorithmsfor network
delay tomography. We find that very goodestimatesof the delaypmfs canbe obtainedfrom
a smallnumberof measurements,andestimatesof expecteddelaysarevery robust,even in the
presenceof non-idealdelaydiscrepanciesonsharedlinks. ThesequentialMonteCarloalgorithm
appearsto tracknetwork behavior reasonablywell asdemonstratedby bothMatlabandthemore
realisticns experiments.

Ongoingwork is aimedat deepertheoreticalanalysesof our methods. Thereareseveral
improvementsandextensionspossiblefor our framework includingtrackingof hyperparameters
[27] (e.g., variancein randomwalk underlyingtraffic intensities)andthemoresophisticatedim-
portancesamplingstrategiessuchasthelinearizedresamplingschemeproposedin Section6.2,
the auxiliary particlefilter [30], andschemesincorporatinglocal MCMC moves[17]. We are
alsoconductingmorerealisticnetwork simulationexperimentswith thens-2 package[3].

More generally, our sequentialmodelingandinferenceframework could beadaptedto dy-
namicalproblemsarisingin wirelessandpeer-to-peercommnicationnetworks.
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Figure5: True(solid) andestimated(stem)delaypmfsfor links 2 and3 (row 1), 4 and5 (row 2), and6
and7 (row 3) usingthe(a) sequentialMC methoddevelopedin this paperand(b) EM algorithm[10].
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Figure6: Estimationof averagedelaysoneachlink for (a) identicaldelayson sharedlinks and(b) small
delaydiscrepancieson sharedlinks. Boxesindicatethetrueaveragedelayon eachlink (1-7). Error bars
denotethe one-standard-deviation confidenceinterval of the estimatedaveragedelay. Estimatesshown
herearederivedfrom theSMCalgorithm.EM algorithmresultsarecomparablein quality.
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Figure7: (a) Delay pmf estimatesin nonstationaryscenariousingsequentialMonte Carlo procedure.
True(solid) andestimated(stem)pmfson links 1, 2, and7 at measurements����� �-��� and ��� � �-���
for a window size !"�#� �-� . (b) Trackingof averagedelayon links 2, 4, and7 overmeasurementperiod.
True (solid) andestimated(dashed)expecteddelayversustime. Both the true andestimatedexpected
delayswerecalculatedbasedon an !#�$� �-� windowedaverage.

22



1


10
5
%



11
4
&

7

'

6

(



2


0
)



9
*

8

+



3
,



2


10
 10


10


5
%

 2

-



2
-

1
 0

)
.5


0
)
.5
1


Figure8: Tree-structurednetwork topologyusedfor nssimulationexperiments.Source(node0) trans-
mits to 6 receivers(nodes6-11).Link speedsin Mb/s areshown next to thelinks. Link   connectsnode  
to its parentnode.0/  �1 , e.g.link 9 connectsnodes5 and9.
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Figure9: Delaydistribution estimatesresutingfrom a typicalns simulationexperimentrunningover 2
minutemeasurementperiod. In this experimentalset-up,mostof thelinks experiencevery minor delays
exceptfor links 2, 7, and9. We focuson links 7 and9 in this figure. Delay distributionson (a) link 7
at time 25 seconds,(b) link 7 at time 40 seconds,(c) link 9 at time 25 seconds,(d) link 9 andtime 40
seconds.Eachsubfiguredisplaysthe correspondingtrue delaydistribution (top), SMC-basedestimate
(middle),windowedEM-MLE estimate(bottom). Thetruedistribution is computedby directly tracking
thequeuelength(notpossiblein practice,buteasilyaccomplishedin thesimulatednetwork). A window of
length !2�3� � seconds(400probes)is usedin boththeSMC andEM-MLE estimators.Thenormalized
squarederror ( 454 687:96;454 <>=?454 6;454 < , where 6 is the true pmf and 96 is an estimate)time-averagedover the
entiremeasurementperiodwas ��� @ � and ��� � � on links 7 and9, respectively, for theSMC estimator. For
thewindowedEM estimator, thecorrespondingerrorswere � � � � and ��� � , respectively.
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Figure10: Trackingof averagedelayin ns experiments.In this experimentalset-up,mostof the links
experiencevery minor delaysexcept for links 2, 7, and9, which we focuson in this figure. (a) True
meandelaycomputedby directly trackingthequeuelength(solid) andestimatedmeandelaycomputed
from SMC procedureon link 2 (top), link 7 (middle) and link 9 (bottom) in a typical experiment. (b)
Sameplots from a differentns simulationexperiment.Thetime-averaged,normalizedsquarederrorof
themeandelayestimates(definedas A � 4 � � 7 9� � 4 <B=B�C<� , where � � is thetruemeanat time   and 9� � is
anestimate)was ��� �D@ on bothlinks 7 and9 for theSMC estimator. For thewindowedEM estimator, the
correspondingerrorswere ��� �E� and ��� �!� , on links 7 and9, respectively.
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