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1. INTRODUCTION

Oneof the predominanschoolsof thoughtin networking todayis
thatmonitoringandcontrol of large scalenetworksis only practical
attheedge.With intelligentandadaptve elementsttheedgeof the
network, coredevicescanfunction assimple,robustrouters. How-
ever, theeffectivenesf edge-basedontrol canbesignificantlyen-
hancedby informationaboutthe internalnetwork state. If the core
is endaved with minimal monitoring and datacollection capabili-
ties, thenmethodsfor inferring stateinformationfrom edge-based
traffic measurementare of greatinterest. One of the mostfunda-
mentalcomponent®f the stateis the routing topology The focus
of this paperis a new Maximum Likelihood approachto topology
identificationthat makes useonly of measurementperformedbe-
tweenhostcomputersand requiresno specialsupport(e.g.,ICMP
responsesiyom internalrouters.

2. PROBLEM STATEMENT

Considera sendertransmittinginformationthrougha network to a
setof receiers denotedby R. Assumethat the routesfrom the
senderto the recevers are fixed. The problemwe addresss the
identification of the network topology basedon end-to-endmea-
surementshat measurehe degreeof correlationbetweerrecevers
[1, 2, 3, 4, 5]. With this limited information, it is only possibleto
identify the so-called“logical topology” definedby the branching
points betweenpathsto differentrecevers. This corresponddo a
tree-structuredopologywith the sendemttherootandtherecevers
attheleavesasdepictedn Figurel(a).

Associateametric+y;,; with eachpair of receverss, j € R. The
valueof ; ; is relatedto theextentof thesharedbortionof thepaths
to 7 andj. More specifically the metricsmusthave thefollowing

MonotonicityProperty: Let 4, j andk beary threereceversandlet
pi, pj, andp, denotethe pathsfrom the sendetto each.If p; shares
morelinks with p; thanwith pg, theny; ; > i x.

Thepropertycanbeusedto identify theunderlyingtopology For ex-
ample referringto Figurel, themetricyis, 19 Will bestrictly greater
than~; 1o for all ¢ € R/{18,19}, revealingthatrecevers18 and
19 have acommonparentin thelogical tree. The propertycanbe
exploitedin this mannerto devise a simpleandeffective bottom-up
memingalgorithmsthatidentify thefull, logicaltopology[1, 2, 3,4].
Metrics possessinghe Monotonicity Propertycanbe estimated
fromanumberof differentend-to-endneasuremeniacludingcounts
of lossescountsof zerodelayevents(utilization), anddelaycorre-
lations[1, 2, 3, 4]. Theseestimatednetrics,denoted{z;,; }, canbe
interpretedas statisticsderived from repeatedneasurementsRan-
domnessn network conditionscan leadto variability in the mea-
surementsand hencethe estimatedmetrics. Most of the previous
work in this areadoesnotincorporatethevariability of theestimated
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metrics(which canalsobeassessedirectly from themeasurements)
into theidentificationprocessWe claimthatthisvariability canhave
amajorimpacton the performanceof topologyidentificationalgo-
rithms.

Severalmethodshave beenproposedor topologyidentification
in bothunicastandmulticastsettingd1, 2, 3, 4], but all have avery
similar structure. The DBT algorithm proposedn [2] is a repre-
sentatve example. The algorithmis a recursve selectionandmeig-
ing/aggrgationprocesshatgenerateabinarytreefrom thebottom-
up (receversto sender).In this paper we describea new algorithm
thatspecificallyaddressethe uncertaintyin estimatednetrics,pro-
viding substantiaperformancemprovementsn certaincases.

3. NEW CONTRIBUTIONS

To addresghe issueof metric variability and uncertaintywe pose
topologyidentificationasa maximumlik elihood estimation(MLE)

problem.The MLE approachis selectedor its well knovn asymp-
totic optimality properties(undermild conditionswhich are appli-
cablein this problemthe MLE is the bestunbiasedestimatorasthe
numberof measurementigendsto infinity). Thereare threemain
contributions.

1. Likelihood formulation: The estimatedmetricsx = {zi;}

can be interpretedas obsenations of the true metric valuesy =

{v:,; } contaminatedy somerandomnessgr noise. We modelthis
contaminatiorprobabilistically The estimatednetricsarerandomly
distributed accordingto a density(whosepreciseform dependson
the contaminationrmodel) that is parameterizedy the underlying
topology 7" andthe setof true metric values,written asp(x|y, T).

Thex areobseredandhencedixed,andwhenp(x|, T) is viewed
asafunctionof 7 and+ it is calledthelikelihoodof 7 andv. The
maximumlik elihoodtreeis givenby

T" = max r,gggp(XI% 7)), @
whereF denoteghe forestof all possibletreetopologiesconnect-
ing the senderto the receversand G denoteshe setof all metrics
satisfyingthe Monotonicity Property

To illustrate our approachwe will focuson onetype of metric.
In earlierwork we proposedh metricbasedon delaydifferenceg5].
Eachestimatedmetricis modeledas

Ti,j ~ N(’Yi,jzo-z?,j): (2)

whereo?; ; is measuredariability of thez;,; and A/ (v, o?) denotes
the Gaussiardensitywith mearyy andvariances?. The motivation
for themodelabove is thatthe averageof severalindependeninea-
surementsendsto a Gaussiartistribution accordingto the Central
Limit Theorem.Thelikelihoodfunctionin this caseis a productof
Gaussiarensitief thisform, onefactorfor eachpair of recevers.

2. Characterization of the Maximum Likelihood Tree:
Themaximizationsnvolvedin (1) arequite formidable.We are
notawareof ary methodfor computingthe globalmaximumexcept
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Fig. 1. (a) A binarylogical treetopology (b) Comparisorof LBT andDBT algorithmsbasedn simulateddelaydifferencemeasurement$]
usingthetopologyin (a). Theplotsdepictthepercentagef correctlyidentifiedtreesversusheratio of largestandsmallesistandardieviations
of the estimatedmetrics.1000 independentrials werecomputedor eachratio. (c) Percentagef correctlyidentifiedtreesversusthe number
of measurementshentheratio of thelargestto the smalleststandardieviationsis equalto 6.

by a bruteforce examinationof eachtreein the forest. Considera

network with IV recevers. A very looselower boundon the size of

theforestF is N!/2. For example,if N = 10 thentherearemore
than1.8 x 10° treesin theforest. This explosionof thesearctspace
precludeghebruteforceapproachn all but very small(logical) net-

works. Moreover, the inner maximizationis non-trivial becauset

involvesa constrainedptimizationover G. Thefollowing theorem
establishes key propertyof the MLE solutionthatleadsto anim-

portantsimplification.

Theorem: Let7™ denotethesolutionto (1). Then

arg max p(x|y,7T") = argmaxp(x|y,7T").
gvelRNp( v, T7) gmaxp(x|y,7T7)

Thetheoremis provedby contradiction.SupposehatsometreeT is
the MLE solution. If the agumentof the unconstrainednaximiza-
tion over all real-\alued~ doesnot belongto the monotonicsetg,

thenthis canbe shavn to contradictthe factthat 7" is the MLE. We
omit thefull proofheredueto spacdimitations. Thetheorenshavs
thatit is unnecessaro performthe constraineptimization. For
eachtree, we can computethe unconstraineaptimization, which
simply involvescalculatingaweightedsumsof metrics,andcheckif

theresultingmaximizerliesin thesetg. If not,weknow thatthetree
cannotbethe MLE solutionwe seek.Avoiding the constrainedpti-

mizationcansignificantlyreducethecompleity of searcheghrough
theforest.

3. Likelihood-based Binary Tree (LBT) Algorithm:

While determiningthe globally optimal tree is prohibitive in
mostcasesthe theoremabore motivatesa new, improved (but sub-
optimal) bottom-upalgorithm basedon our likelihood formulation
of the problem. The nev approachcalledthe LBT algorithm, is
basedon two properties: (A) the identified tree should satisfy the
condition statedin the Theoremabore; (B) the bottom-upprocess
shouldpresere thelikelihoodstructure.

Before describingthe algorithm, we point out an importantis-
suearisingwhenconsideringhe variability associateavith the esti-
matedmetrics. The estimatedsaluesz; ; andz; ; may be basedon
differentmeasurement&.g.,asin [5]) andconsequentlyhey may
not be equalnor have equalvariances(even thoughthey both are
contaminatedrersionsof the sameunderlyingtrue metric). To ap-
ply the DBT algorithmdirectly in suchcasespnemay be tempted
to simply averagez;,; andz;,; to form a symmetricquantity This,
however, canleadto violationsof Property(A).

The LBT algorithmfollows a similar strategyy to the DBT algo-
rithm with the following key modifications. The recever pairsare
selectedy finding, j suchthat

Ti,j Tji 1 1
(202 22) (2 2
%] J.i i, J.i

is maximized. This guaranteeshat the resultingtree will satisfy
Property(A). Thisselectiorcriterionis emplo/edin subsequerdteps
of the algorithmwith aggrgyatedmetrics. The aggregationstepre-
quiresanothercritical modification. To ensureProperty(B) the ag-
gregation also dependson the variancesassociatedvith the esti-
matedmetrics.Thisis accomplishedsfollows. Supposehatnodes
i, j are selectedfor memging/aggrgationandlet & denotethe new
parentnode. The new (aggr@ated)metric valuerelatingk to ary
othernodel is givenby

T, 1 1 1
=\ S+ 5|/t ]
1, 1.j 1, 1,5

andsimilarly for z; ;. Also the variancedor the new metricsmust
beupdatedn asimilarfashion
e = (0k0k,) [ (ol +07;) -

This guaranteethatthe maximumlikelihoodtreederived from ag-
gregatedmetricsis asubtreeof full maximumlikelihoodtree. Aside
from thesetwo simple,yet crucial modifications the algorithmop-
eratesn the samemannerasthe DBT algorithm. The performance
improvementsprovided by thesemodificationsare examinedin the
simulationexperimentdescribedn Figurel(b)-(c). Theresultsshov
thatasthe disparity betweenthe variancesof the estimatedmetrics

increaseshe performancas significantlyimprovedby theproposed
modifications.
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